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Installing Oracle Database Vault VV1.00

Installing Oracle Data Vault
The following paper describes how to install Oracle Data Vault.

This document is not static. Check for updates regularly.

History: V1.00 - Initial release

Installation

1. Download the Oracle data vault from Oracle OTN
http://www.oracle.com/technology/software/products/database vault/index.html

2. Start the installer

Oracle Database Vault Installation - Installation Details Start the installer
.runinstaller.sh and choose
Specify Installation Details destination path, database vault
Choose an existing database Oracle Home for installing Oracle Database Yault. Specify the Database owner and paSSWOFd.

Wault Owner and password. Optionally, wou can create a separate Database Yault Account Manager to
provide separation of duties between account management and security policy management.

Do not use the name dvowner

Destination Path: [Ioracle;lOg ] fOf the Database VaUIt Owner.
Database Wault Qwner: [d\mwner ]
Database Yault Owner Password: Confirm Password:

M Create a Separate Account Manager

Database Vault Account Manager: [d\.'account ]

Product Languages. ..

( Back: ” Mext )( Install )( Cancel )
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3. Choose a strong password

Oracle Database Vault Installation - Installation Details

Specify Installation Details

Error

Errarl: The Database Yault Owner password must be least 8 and at most 30 characters long. In
addition, the passwoard must contain at least ane alphanumeric, one digit, and one nan-
alphanumeric character. The non-alphanumeric character must be one of the following: pound(#),
percent{®), carat(™), dashi-), underscare(_}, plus(+), tilde(~), guestion mark(®, open bracket(),
close bracket(]), periodi), or commar). Please specify a valid Database “ault Owner password.

L 4

Error2: The Account Manager password must be at least § and at most 20 characters long. In
addition, the password must contain at [east one alphanumeric, one digit, and one non-
alphanumeric character. The non-alphanumeric character must be ane of the following: poundi#),
percent(®), carati®), dashi-), underscaref ), plus(+), tilde(~), guestion mark{?, open bracket(),
clase bracket(]y, period(), or commad,). Please specify a valid Account Manager passward.

0].8

Product Languages...

( Barck ” Mext )( Install )( Cancel )

Choose a strong password.
Oracle is enforcing a strong
password.

4. Select Existing Database

Oracle Database Vault Installation - Existing Database

Select Existing Database

The Cracle Database 109 Eelease 2 databases listed below are running fram the Oracle Home that
wou selected. The Oracle Database Yault option can be installed into one of them. The database which
the Database Yault option is installed into must have Oracle Label Security and Database Contral

Y

Database Mame

Select | Oracle Haome

Specify and confirm the database's 5¥5 password.

Existing Database 5%5 Password: Confirm Password:

( Back ” Mext )( Install )( Cancel )

Choose a strong password.
Oracle is enforcing a strong
password.

5. Validate database requirements

Walidating database requirements ... this may take a while.

Validate database
requirements.
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6. Oracle warning

{l Warning 1 | Oracle Warning
I The Oracle Database Yault installation will modify

many files in the selected Oracle Home. Please

shutdown all processes (database instances,

listeners, Database Control, etc.) running from the

selected Oracle Home before proceeding with the

installation.

]\

., r

7. Product-Specific Prerequisite Checks

Oracle Universal Installer: Product-Specific Prerequisite Checks

Product-Specific Prerequisite
Checks

Product-Specific Prerequisite Checks

The Installer werifies that wour emviranment meets all of the minimum requirements for installing and
canfiguring the products that vou hawve chosen ta install. You must manually werify and confirm the
items that are flagged with warnings and items that require manual checks. For details about
perfarming these checks, click the item and review the details in the box at the bottam of the windaw.
Check Twpe Status

Autamatic

Checking operating Em requirements ...

Checking operating system package requirements ...

Automatic Pending...
:hnrlzinn varnal naramatars Autnraatic Dandinn . ¥
Retry | Stop
0%
Checking operating system reguirements ... -
-
Help Installed Eroducts. .. Baclk [t Install Cancel

ORACLE
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8. Summary

Oracle Universal Installer: Summary Summary

Summary
Oracle Database Vault

Z-Global Settings
Source: JStmpjoracle/dyvfdatabase _wault_linuxfinstallf.. fstage fproducts. xml
1 Oracle Home: foraclef10g (oralog)
Installation Type: Enterprise Edition
Z-Product Languages
|:Eng|ish
GCerman
—-Space Requirements
|—,f Fequired 143ME {includes 84MEB temporand @ &vailable 24 .01CE
=-Upgrades ¢1 product)
|—Oracle One-Off Patch Installer 10.2.0.2.1
=-Mew Installations ¢ products)
E-Already Installed (14 products)

Help Installed Products... Back [{ext Install Cancel

ORACLE'

9. Install

Oracle Universal Installer: Install Oracle starts with the
installation

Install

Installing Oracle Database VYault 10.2.0.2.0
¥ Deinstall successful
' Installation in progress

Link pending...

Setup pending...

Configuration pending...

Extracting files to 'foracle/10g".

Stop installation. ..

“ou can find a log of this install session at:
Jforacle foralnwentory flogs/finstallActions2006-09-04_07-14-36PM.log

Help Installed Products... Back [ext Install Cancel

ORACLE’
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10. Configuration Assistant

Configuration Assistants

The following configuration assistants will configure and start the compaonents wou selected earlier.

Tool Mame Status Tyne

Cracle Database Vault

M Cracle Databa

)ff Patch -- Part 1

Recommended

Oracle Database Yault One-Cff Patch -- Part 2 Pending... Fecommended

Oracle Database Yault One-Off Patch -- Part 2 Pending... Fecommended

Oracle Database Yault Configuration Assistant Fending... Fecommended
Retry Stop

Details (see full log at foracleforalnventoryflogsfinstallActions2 006-09-04_07-14-26FM . |og):
QUl location . foraclef10g,foui -
Log file location : foraclef 10g/cfgtoollogs fopatchfopatch-2 006 _Sep_04_19-22-00-CEST _Man.log

Apphsession apphing interim patch 'S 406943° to OH 'Joraclef10g'

Help Installed Products... Back [dext Install Cancel

Oracle Universal Installer: Configuration Assistants - || %

ORACLE L

Start the Oracle Configuration
Assistant

11. End of Installation

Oracle Universal Installer: End of Installation - %

End of Installation

The installation of Oracle Database Yault was successful.

Help Installed Products... Back [{ext Install Exit

| ORACLE'

Installation finished.

Now you can use Oracle Database Vault...
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Related Links:

Download Oracle Data Vault:
http://www.oracle.com/technology/deploy/security/db security/database-vault/index.html

Oracle Database Vault External FAQ:
http://www.oracle.com/technology/deploy/security/db security/database-vault/dbv fag.html

Oracle Database Vault Oracle by Example:
http://www.oracle.com/technology/obe/datavault/datavault.htm
http://www.oracle.com/technology/obe/datavault/datavault2.htm

About Red-Database Security GmbH:

Red-Database-Security GmbH is a specialist in Oracle Security. We are offerings Oracle security
trainings, database and application server audits, penetration tests, oracle (security) architecture
reviews and software security solutions against Oracle rootkits.

Contact:
If you have questions or comments you could contact us via

info at red-database-security.com
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