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Installing and using PGP

The following paper describes how to install and use PGP.

This document is not static. Check for updates regularly.

History: V1.00 - Initial release

Overview

Install GNUPG (GNU Privacy Guard)
Install Thunderbird 1.5

Create PGP Key

Write an encrypted email
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Install GNUPG

1. Download the GNUPG for Windows

http://www.gnupg.org/download/index.html#auto-ref-1

2. Start the installer

instaer Language TSN

Please select a language.
7

=
oK I Cancel |

Choose your language

3. Click next
&1 1o x| | Click on next
Welcome to the GNU Privacy Guard
Setup Wizard
GnuPG is GMU's toal for secure communication and data
storage. It can be used to encrypt data and to create digital
signatures, It indudes an advanced key management fadility
and is compliant with the proposed OpenPGP Internet
standard as described in RFC2440,
Click Mext to continue.
This is GruPG version 1.4.5
built on 2006-03-01 11:22 UTC
file version 1.4.5.21311
Mext > I Cancel
2/24
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4. Click next

&| |0 x|| | Click on next
License Agreement -
This software is licensed under the terms of the GNU General Public License (GPL) (*j
which guarantees your freedom to share and change Free Software. )
Press Page Down to see the rest of the agreement.
| GMU GEMER.AL PUBLIC LICEMSE ﬂ
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

51 Franklin 5t, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

_The_li::enses_ for most s_nﬁware are designed to take away your

hd
In short: You are allowed to run this software for any purpose. You may distribute it as long
as you give the redpients the same rights you have received.

rullsaft Install System w206

< Back I Mext = I Cancel |

5. Click next

&] 1| | Click next
Choose Components —_
Choose which features of GMU Privacy Guard you want to install, (&j

Checdk the components you want to install and unchedk the components you don't want to
install. Clidk Next to continue,

Select components to install:

— Description
Pasition your mouse
NLS aver a component ba
Tools see ks descripkion,
Documentation

Space required: 4. 3MB

rullsaft Install Systemn w2, 06

< Back I Mext = I Cancel
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6. Click next
&) -1 1] | Click next
Install Options —
GnuPG Language Selection (*J

en - English -

rullsaft Install System w206

< Back I Mext = I Cancel |

7. Choose location

8l _[0ix]

Choose Install Location C

Choose the folder in which to install GMU Privacy Guard. .4}

Setup will install GMU Privacy Guard in the following folder. To install in a different folder, did:
Browse and select another folder. Click Mext to continue.

Destination Folder

C: \Programme \GHUYGNUPG Browse. .. |

Space required: 4. 3MB
Space available: 15.5GE

rullsaft Install Systemn w2, 06

< Back I Mext = I Cancel

Choose location
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8. Choose Startup Folder

R

Choose Start Menu Folder C

Choose a Start Menu folder for the GMU Privacy Guard shortouts. *J

Select the Start Menu folder in which you would like to create the program's shortouts, You
can also enter a name to areate a new folder.

7-Zip -
Accessories
ACD Systems

Acronis
Autostart
Avisynth 2.5
Brenner

Cain

devolo
Drucker

DVD [
[ Do not create shortouts
rullsaft Install System w206

< Back I Install I Cancel |

Start Installation
process

9. Continue
&] 1| | Click next
Installation Complete —
Setup was completed successfully, (.4}

Completed

.
Show details |

rullsaft Install Systemn w2, 06

< Back I Mext = I Zancel
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10. Finish installation

&1 x| | Finish the

Installation process

Completing the GNU Pnivacy Guard
Setup Wizard

GMU Privacy Guard has been installed on your computer,

Click Finish to dose this wizard.

[+ Show the README file

Visit the GnuPG website for latest news and support

= Back I Finish I Cancel

The installation of GNU Privacy Guard is now finished.

© 2006 by Red-Database-Security GmbH 6/24
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Install Thunderbird

11. Download the Mozilla Thunderbird for Windows
http://www.mozilla.com/en-US/thunderbird/

12. Start the installer

Mozilla Thunderbird Setup a|  x|| | Click next (or
Weiter)

Welcome to Mozilla Thunderbird!

Y'ou are about to install Mozilla Thundechird.

[tiz strongly recommended that you exit all Windows
programs before running this Setup program.

Click Cancel to guit Setup and then cloze any programs
wou have running. Click Mest to continue the Setup
progranm.

Click Mest to continue installing Mozila Thunderbird.

4 Zuriick I Weiter = I Abbrechen

© 2006 by Red-Database-Security GmbH 7124
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13. Accept License Agreement

8 x

Accept License

. Agreement
Software License Agreement
Tems and conditions for using this software. "
Fleaze read the following license agreement. Use the scroll bar to wiew the rest of thiz
agreememt.
FOR TRAMSLATIONS OF THIS LICEMSE INTO SELECTED LANGUAGES, PLEASE VISIT -
WWW.MOZILLA,. ORG/LICEMSING.
MOZILLA THUMDEREIRD EMD-USER. SOFTWARE LICENSE AGREEMEMT
Version 1.1
A SOURCE CODE VERSIOM OF CERTAIM THUMDEREIRD BROWSER. FUNCTIOMALITY
THAT Y¥OU MAY USE, MODIFY AND DISTRIBUTE IS AVAILAELE TO YiOU ;I
{* | Accept the terms of the License Aagreement
| do MOT Accept the terms of the License Agreement
<Zuick [ Weter> | Abbrechen |
14. Choose Setup Type
8] | | Choose Setup Type
Setup Type
Choose setup options. '
Chooze the type of Setup you prefer, then click Mest.
&+ Standard
Thunderbird will be installed with the mozt comman options.
" Cugtom
'ou may choose individual options to be installed. Recommended for expenenced
LIZErs.
< Zunick I Weiter = I Abbrechen
© 2006 by Red-Database-Security GmbH 8/24
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15. Summary

8 x

Summary
Ready to start instaling Maozilla Thunderbird.

Setup will now install the following components:
Q tozilla Thunderbird, and:
- Quality Feedback Agent

...t the following lacation:

| C:%Programmehhdozilla Thunderbird

Click. Mest to continue.

< Zunick I Weiter = I Abbrechen

Summary

16. Installation process

mnstaling 8 x|

Ins=talling
Installing Mozilla Thunderbird. ..

Currently instaling Offline Suppart

& Zurick WWelter = Sbbrechen

Installation process

© 2006 by Red-Database-Security GmbH
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17. Finish installation and start Thunderbird

& Install Complete

¥ Launch Mozila Thunderbird nows,

Click Finish to complete Setup.

kozilla Thunderbird waz successiully installed.

&| x|| | Finish installation
and start
Thunderbird

4 Zuriick I Fertig stellen I

Sbbreczhen

18. Start Thunderbird and import Wizard

Import Wizard

Import Settings and Mail Folders From

Impart Options, Account Settings, Addressbook and other data from:

" Dutlook Express
 Outiook
{+ | Don't import anything:

Import Options, Account
Settings and other data if
necessary.

< Back Mext =

Cancel

© 2006 by Red-Database-Security GmbH
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19. Start the installer

8] x| | Run the Account wizard
(displayed automatically)
New Account Setup

In order to receive messages, you first need to set up a Mail or
Mewsgroup account.

This Wizard will collect the information necessary to set up a Mail or
Mewsgroup account. If you do not know the information requested,
please contact your System Administrator or Internet Service Provider.,

Select the type of account you would like to set up:

" RSS Mews & Blogs

() Mewsgroup account

< Back | Mext = Cancel
20. Enter your identity
& x| Enter your Identity (name and email
T address)

Each account has an identity, which is the information that identifies
you to others when they receive your messages.

Enter the name you would like to appear in the "From” field of your
outgoing messages (for example, "John Smith®).

Your Mame: I PGP_Test Account

Enter your email address. This is the address others will use to send
email to you (for example, "user@example.net”).

Email Address: I paptest@red-database-security, com|

< Back | Mext = I Cancel

© 2006 by Red-Database-Security GmbH 11/24
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21. Specify Server Information

& 1] | Specify Server Information

Server Information

Select the type of incoming server you are using.

' pop  IMAP

Enter the name of your incoming server (for example,
“mail.example.net”).

Incoming Server: I pop3, lund 1.com

Uncheck this checkbox to store mail for this account in its own
directory. That will make this account appear as a topJevel account.
Otherwise, it will be part of the Local Folders Global Inbox account.

¥ Use Global Inbox (store mail in Local Folders)

Enter the name of your outgoing server (SMTP) (for example,
“smtp.example.net”).

Outgoing Server: I imap. 1und1.com|

< Back | Mext = I Cancel

22. Choose User Names

&) x| | Choose User Names

User Names

Enter the incoming user name given to you by your email provider (for
example, “jsmith™).

Incoming User Mame: I pgptesﬂ

Enter the outgoing user name given to you by your email provider (this
is typically the same as your incoming user name).

Qutgoing User Name: | pgptest

< Back | Mext = I Cancel

© 2006 by Red-Database-Security GmbH 12/24
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23. Choose Account Name

& [ | Choose Account Name

Account Name

Enter the name by which you would like to refer to this account (for
example, "Work Account”, "Home Account™ or "Mews Account™).

Account Name: paptest@red-database-security. com|

< Back | MNext = I Cancel

24. Finish Account Wizard

& x| | Finish Account Wizard

Congratulations!

Please verify that the information below is correct.

Account Name: poptest@red-database-security.com
Email Address: poptest@red-database-security.com
Incoming Liser Mame: pgptest

Incoming Server Name: pop3. lund1.com

Incoming Server Type: POP3

Qutgoing User Name: pgptest

Outgoing Server Name (SMTP):  imap. lund1.com

[ Download messages now:

Click Finish to save these settings and exit the Account Wizard.

< Back | Finish I Cancel

© 2006 by Red-Database-Security GmbH 13/24
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25. Choose Default Mail Application

Mozilla Thunderbird

( ? Do you want to use Mozilla Thunderbird as the default mail application?

[ Do not display this dialog again

&| x|| | Choose Default Mail Application

26. Thunderbird is started

& Inbox - Thunderbird = [ H H
= = - s = Thunderbird is
. , & | X o . started
- \E ¢ & i A S =. \®
Get Mail Write  Address Book Reply Reply Al Forward Delete Junk Print. Stop
Folders View: I Al j I‘pv Subject or Sender
=& Local Folders @] 0 [ subject [ [ sender [©] pate [=]
165 Inbox
@Unsent
- rafts
] Sent
.3 Trash
Welcome to Mozilla Thunderbird!
Mozilla Thunderbird is a powerful, open-source mail and news client.
Features
« Adaptive Junk Mail Controls
* RSS Reader
» Global Inbox Support
» Saved Search Folders
= Message Grouping
* Privacy Protection
More Information
For frequently asked questions, tips and general help, visit Thunderbird Help.
For product information, visit the Thunderbird Product Page.
e
“2| ‘ Unread: 0 | Totah:0

© 2006 by Red-Database-Security GmbH
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27. Save Enigmail Extension for Thunderbird on the harddisk

https://addons.mozilla.org/thunderbird/71/

@Th underbird Add-ons

Home Extensions Plugins Search Engines Themes
Enigmail Enigmail » Overview Rating: 3.97
Overview Enigmail 0.94.1, by Patrick Brunschwig,

released on Aug &6, 2006
Previews B

Screenshots OpenPGP message encryption and

authentication.
Comments

Add a Comment L ST

Version History @ ., 1.5 - Linux, MacOSX,
Thunderbird s Windows
About the Author

Find Similar Add-ons

) . % Install Now for Windows (288 KB)
Privacy and Security -
Other Thunderbird Other Versions

Add-ons How to Install in Thunderbird:

More Previews »

1. Right-Click the link above and choose "Save Link As..." to Download and

save the file to your hard disk.

2. In Mozilla Thunderbird, open the extension manager (Tools

Menu/Extensions)

3. Click the Install button, and locate/select the file you downloaded and

click "OK"

Save the Enigmail
extension to the
harddisk (e.g. C:\)

28. Start the installer

- o
& Extensions

=10l x|

Talkback 1.5.0.7
Submit & crash report to Mozilla.org.

% Instal | < Uninstal | Ontions | 44 Find Updates

Get More Extensions
i

Choose the enigmail
extension from the
location (e.g. C:\)

© 2006 by Red-Database-Security GmbH

15/24



https://addons.mozilla.org/thunderbird/71/

Bm Security

Installing and using PGP V1.00

29. Install Extension

&| x|/ | Install Extension and restart Thunderbird.

A web site is requesting permission to install the following
item:

ﬁ enigmail-0.94.1-th-windows Unsigned
fram:  file:f{fC: fenigmail-0.94. 1-th-windows. xpi

Malicious software can damage your computer ar violate
Your privacy.

You should only install software from sources that
you trust.

Install (5) Cancel

30. Now we see the Menue OpenPGP

& Inbox - Thunderbird OpenPGP should be available now.
File Edit View Go Message OpepnPGF Tools

& 2 \d

Get Mail Write  Address Book Decrypt

31. Open OpenPGP Key Management

&l -1oix]| | Open OpenPGP
Fle Edit View Keyserver Generate Key Management
Filter for user ID's or key ID's containing: I Clear | and ChOOSG

Account / User ID | key D | Type | calea... | owner.. |Expiy [ 5| Ge_nerate New
Pair from the
menue.

© 2006 by Red-Database-Security GmbH 16/24
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32. Generate OpenPGP Key

& x| | Choose your language

Account / User ID I PGP_Test Account <pgptest@red-database-security. com> - pgptest@red-database-secu... j
¥ Use generated key for the selected identity

[™ Mo passphrase
Passphrase I Passphrase (repeat) I

Comment I

Key expiry | Advanced |

Key expires in I 5 I yEars j |1 Key does not expire

Generate key | Cancel |

Key Generation Console

NOTE: Key generation may take up to several minutes to complete. Do not exit the application while key
generation is in progress. Actively browsing or performing disk-intensive operations during key generation wil
replenish the ‘randomness pool' and speed-up the process. You will be alerted when key generation is completed.

(1

33. Enter Passphrase for PGP key

& x| | Enter Passphrase

Account f User ID I PGP _Test Account <pgptest@red-database-security.com > - pgptest@red-database-secu. .. j
¥ Use generated key for the selected identity

[” Mo passphrase
PaSSphraSE I f== == =53 Pamras& (remat] I f== = ===
Comment I Testkey|

Key expiry | Advanced |

Key expires in I 5 I years j [ Key does not expire

Generate key | Cancel |

Key Generation Console

NOTE: Key generation may take up to several minutes to complete. Do not exit the application while key
aeneration is in progress. Actively browsing or performing disk-intensive operations during key generation will
replenish the randomness pool' and speed-up the process. You will be alerted when key generation is completed.

© 2006 by Red-Database-Security GmbH 17/24
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34. Advanced

8 x| Choose key size
4096 in tab
Account [ User ID I PGP_Test Account <pgptest@red-database-security. com > - pgptest@red-database-secu... j “Advanced"
¥ Use generated key for the selected identity
[ Mo passphrase

Passphrase I TETETEES

Passphrase (repeat) I EEEEETES

Comment I Testkey
Key expiry Advanced |
Keysize | 4096 =

LRI DSA & El Gamal

Generate key Cancel

Key Generation Console

NOTE: Key generation may take up to several minutes to complete. Do not exit the application while key
generation is in progress. Actively browsing or performing disk-intensive operations during key generation will
replenish the ‘randomness pool' and speed-up the process. You will be alerted when key generation is completed.

(1

35. Generate the key

OpenPGP Confirm

&l x|| | Generate

the key
{7 Generate public and private keys for 'PGP_Test Account (Testkey)
5 «pgptest@red-database-security. com =7

© 2006 by Red-Database-Security GmbH 18/24
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36. Key will be generated

Generate OpenPGP Key =] x|

Account { User ID I PGP_Test Account <pgptest@red-database-security.com > - pgptest@red-database-secu. .. j
V¥ Use generated key for the selected identity

[ Mo passphrase
Pamrase I R PaSSphI'ESE (rexat} I RN

Comment ITesﬁcey
Key expiry Aduanoedl

Key size 4096 =

Key type I DSA & El Gamal vl

Generatekey | Cancel |

Key Generation Console

MNOTE: Key generation may take up to several minutes to complete. Do not exit the application while key
generation is in progress. Actively browsing or performing disk-intensive operations during key generation will
replenish the randomness pool' and speed-up the process. You will be alerted when key generation is completed.

|

Key will be
generated...

37. Key Generation completed

8 x

@ Key generation completed! Identity <pgptest@red-database-security.com > will be used for signing.

We highly recommend to create a revocation certificate for your key. This certificate can be used to

invalidate your key, e.qg. in case your secret key gets lost or compromised. Do you want to create
such a revocation certificate now?

Create revocation
certicate

© 2006 by Red-Database-Security GmbH
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38. Create and Save Revocation Certificate

Sl zixi|| Create and

Save
Speichem in: IE}tools ﬂ Q ¥ [ E- Revocatio
., |)asm n—
m Certificate

|‘@'}‘-
4

Eigene Dateien

=
Arbeitsplatz

-
N sl Dateiname: Id-database-secuﬁty.cum (xSB0E1701) rev asc j Speichem I

b
= Dateityp: |ASCII Amored Fies (*asc) =l Abbrechen |

39. Enter OpenPGP passphrase

S| | | Enter OpenPGP passphrase

@ Please type in your OpenPGP passphrase or your SmartCard PIN

I |

¥ Remember for 5idle minutes

oK Cancel |

40. Revocation certificate created

[ | Revocation

certificate
The revocation certificate has been successfully created. You can use it to invalidate your public key, created
* £.0d. in case you would lose your secret key.

Please transfer it to @ medium which can be stored away safely such as a CD or Floppy Disk, If
somebody gains access to this certificate they can use it to render your key unusable.

© 2006 by Red-Database-Security GmbH 20/24
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41. Key generated

&_ioix| | The Key is

File Edit View Keyserver Generate now

Filter for user ID's or key ID's containing: I Clear | generated

IKEY]D |Type ICaIcuIa... |Dw1"|er... |E|q::|ir3|r IE‘3
pub/sec ultimate ultimate 22.10.2011

Account  User ID
PGP_Test Account (Testkey) <pgptest@re... 98061701

42. Create an email

&l -1o(x!| | Create an email

Y. Compose: This is my first encrypted email with OpenPGP
File Edit Wew Inzert Format  Options OpenPGP Tools  Help

Send Contacts Spell Attach SMIME Save
From: I PGP_Test Account <pgptesti@red-database-security.com> - paptest@red-database-security.com j
=l To: ] test@test.com

Subject: I This is my first encrypted email with OpenPGP

I Body Text j I Variable Width j .I_ A A | B I U == &

11
1
+

This is a test

|71

© 2006 by Red-Database-Security GmbH 21/24
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43. Choose OpenPGP — Encrypt Message and click on send

OpenPGP Key Selection

Recipients not valid, not trusted or not found
{ test@test.com

~ Select Redpients for Encryption

Account f User ID

[~ Send mail unencrypted and not signed
[~ Do not display this dialog again if encryption is not possible

Refresh Key List Download missing keys

oK I Cancel | Create per-redpient rule(s)

Choose
Recipients for
Encryption and
click OK.

44. 1f you are using HTML email you are getting this warning

8 x

| HTML mail warning:

. This message may contain HTML, which could cause signing/encryption to fail. To avoid this in the
future, you should press the SHIFT key when dicking on the Compose/Reply button to send signed
mail.

If you sign mail by default, you should uncheck the 'Compose Messages in HTML' preference box to
permanently disable HTML mail for this mail account.

This alert will repeat 1 more time,

Skip

© 2006 by Red-Database-Security GmbH
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45. Send the encrypted email

Y. Compose: This is my first encrypted email with OpenPGP =1 =] | Choose your
File Edit View Insert Format Options OpepPGP  Tools Help |anguage

L ol Ay y =) e
|-d In,;.;:ﬁ - @ - L_I_J - L~
Send Contacts Spell Attach SMIME Save
From: I PGP_Test Account <pgptest@red-database-security.co... - poptest@red-.. j HiEgENE

(] 0x9B061701.asc

=l To: | |47] test@test.com

Subject: I This is my first encrypted email with OpenPGP

IEodyText j I Variable Width j ._ A A‘ B I U |:i= iZ &« =

1]
&l

Charset: ISO-8859-1
Version: GnuPG v1.4.5 (MingW32)
Comment: Using GnuPG with Moxzilla - http://enigmail mozdev.org

hQQOASI04mQX1C8CEA/6AIR qOHOrWx6/0bLd5+dR TxuYXRmVDo5IVPul ZulE{Hdd
4vPpuKNCghwegKRVFBvSb4kSO6usSIzY+59X2UVHTkV9eC+OrZz8IY ul 2921 Tu
ZJAUXHFhbsUwi2D5GOUMeJ48yCdVEQh4HSIsMitp i wY WKADi6SD/xdCPUCY qg9
xl1xAQ/NTbIAF cqLEyivtYs1BssBth6GblUOpVe YvPc 1 PRRAB/E3TWZEASLDOYS
yajendAqeo+ww4LBEGQKON 1ncTh04 TpyK qEZzY YiX8SSdsiqYBB8J4Lydplmilj
RkdKIHY9WAaqyFsRafZFMJeaWMPTLKMXLobL TZHK QaTDVdrJgTiTPBzAPMZU6
$62hrwW9z3p9XHAOadHZ TLIEUx58C8g805FRcGBnk60ejiXOlckmWG YXy+Hc w75
CnMmK cLhY JmvAdRFWESBCBWIL QuSbhwgBDryZZ223XMoghe+ DmbBqOUf4JkowLe3
HWcISShSjWdumoGWSIGU1pVVBE: TR VI TS AfLL XUsyjmVkp9k0-+Hs4bd 1woT
0TTQQMQeXI4uSHNNTSusz1a9qiT28m4nfp0ZR 8 qebgNx8g2eLUcAMINS +s6u65
FO;ji92xN2Wdlk+Ou2DdWeofMQc+B+HgDdA Tyrmk IDIROCoVmiGpS01Y gbrRAILOQ
AKY2F+{7x8PkQF 44:uUGu/iCBQHNgPDOASz YuBSENNzHq2 GPIKK 1uESK4AoXwFq
biltubbtZI T8 InoBOPAVT QpruXsaUGK 1+K VudyXShYj9eXICTOuOy3 XhiuX0e3Z
ck8PFck5IDDIk3 K44 T2 TMVEFwRE/{B+zvCs26q52Y42K Zgy ZfaFEGKK GXiiL/zz
2AMOiZR w3 0XkAgvL SkIaFSQLLIOF928LUnDITKVEN Y oK cy8+7dOL+wMeze6PBA
aSES 1buhvK Y 2u2BGX 5cZezIXbK YM2GHleTejdxDr3Pn0fs/3cVI993fXBmko7Cm
3MHR qoHUcsJwCZIRx4vinSyclIP1126Q4 CuMY 9K K sLhowY cXHbnkOZR 7TCPRZM
SME9FUnAZXicUqdVvTS GquEOtr0gioKhOTaamAr6L 569ZGLBrzPbZbtv6/FdB4zp
1cNxul§v2DRsHosi3Eg/FdievmS-+M/Y 2] TMxZ Tquiv3SLNbKhBViFoBTHFUEb
F502eHWIS3uyBNZotZq1fT5k8MOZjb2NDCsAnptWoGOTF9rgoqdVNy1 AHF Gv8z

hd
| [ 212 4

That’s it ...
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Related Links:

Download GNUPG:
http://www.gnupg.org/download/index.html#auto-ref-1

Download Mozilla Thunderbird:
http://www.mozilla.com/en-US/thunderbird/

Download Enigmail Extension for Thunderbird:
https://addons.mozilla.org/thunderbird/71/

About Red-Database Security GmbH:

Red-Database-Security GmbH is a specialist in Oracle Security. We are offerings Oracle security
trainings, database and application server audits, penetration tests, oracle (security) architecture
reviews and software security solutions against Oracle rootkits.

Contact:
If you have questions or comments you could contact us via

info at red-database-security.com
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