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The following document shows all changes in the database schema after applying the Oracle
Critical Patch Updates January 2006 on top of a default database. All these databases were
patched with Oracle CPU October 2005 to see the delta between both patches.

If you are using a different configuration it is possible that other packages are also affected.

Repscan was used to generate and compare the database baselines.

Scanned databases

|Database Name| Signature | Result
|ORA8174P ‘signatures\ORA8174P_sig.csv |fai|ed H

|ORA9206P ‘signatures\ORA9206P_sig.csv |fai|ed H

|ORA9207P ‘signatures\ORA9207P_sig.csv |fai|ed H

|ORA1014P ‘signatures\ORAlOMP_sig.csv |fai|ed H

|ORA1021 ‘signatures\ORAlO21_sig.csv |M -
Modified items in ORA8174P

Modti;g::tion Owner Type Name new MD5-checksum
modified CTXsYs|PAEEACE  leTx poc 93c57638e0b46789dd449433f31527¢6
modified CTXSYS Eg%f(AGE CTX_QUERY 2927efAc70591d1795a58h32898065
modified cTxsys PACEACE  IpRipML 9bfbdef0170ba841570654f8f4709bd4
modified cTXsys|PAEEACE IpRILOAD ¢85601be8121266bb5577d63a30c8080
modified CTXSYS[TYPE BODY |CATINDEXMETHODS |953ddec3aa89ff958f8210cf567153c8
modified sys |PAECACE e 0c983bf0b887c4d9e8bf6d74b5cc58e9
modified SYs EAO(S\((AGE OWA_UTIL 6cdfafobbef1baga024656908fcAf72f

CTXSYS.CTX_DOC contains a potential vulnerability against SQL injection. The function
GET_ROWID is affected. Oracle fixed these problems by using the dbms_assert package to
sanitize the input.
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CTXSYS.CTX_QUERY contains a potential vulnerability against SQL injection. The
procedure BROWSE_WORDS is affected. Oracle fixed these problems by using the
dbms_assert package to sanitize the input.

CTXSYS.DRIDML contains a potential vulnerability against SQL Injection. The procedure
CLEAN_DML is affected. Oracle fixed these problems by using the doms_assert package to
sanitize the input.LV_TABE

CTXSYS.DRILOAD contains 2 potential vulnerabilities against SQL Injection. The
procedures VALIDATE_STMT and BUILD_DML are affected. Oracle fixed these problems
by using the dbms_assert package to sanitize the input.

CTXSYS.CATINDEXMETHODS contains 3 potential vulnerabilities against SQL Injection.
The functions ODCIINDEXTRUNCATE, ODCIINDEXDROP, ODCIINDEXDELETE are
affected. Oracle fixed these problems by using the dbms_assert package to sanitize the input.
HTP contains an enhancement request for HTMLDB. Not security related.

OWA_UTIL contains a change in the redirect_url procedure. Not security related.

http://www.red-database-security.com/advisories/db_changes_cpu_january 2006.pdf 18-jan-2006 2/15




Red-Database-Security GmbH - Changes in the database after applying CPU January 2006 -V 1.0.4

Modified items in ORA9206P

MOdt';gstlon Owner Type Name new MD5-checksum
ladded IPUBLIC [SYNONYM  |OWA_MATCH 7f09acc1aal3639db5656dfc9fb7adfe
modified SYS E’g%f(AGE DBMS_DDL 62467710472912534edcfa05a836eab1
modified SYS ;’ggﬁAGE DBMS_METADATA 22ff509d8124c0f476b792c5¢88d574
modified SYs E’é%ﬁAGE DBMS_METADATA_UTIL |39ede59e6fa9426de7a8b4754c7b8730
modified SYS ;’g%ﬁAGE DBMS_REGISTRY 39082eec1959c566194f91177f526d
modified SYS gg%f(AGE DBMS_REGISTRY SYS |6af60aacf06f37b328aa03f1cc219d78
modified SYS E’g%f(AGE DBMS_UTILITY Ochf7abb481593a59beab56a0c6¢79d1
modified SYS Eg%f(AGE HTP £883322611261c3156597014784d2503
modified sys  [PACRASE  lowa 8f51425¢719¢b77d9bbbd411617a3a34
added SYS ;’ggﬁAGE OWA_MATCH c9d1a9fhe1702f602f2546fcde2ab3be
modified SYS E’é%ﬁAGE OWA OPT_LOCK 2853075bac70614babbb7c4250a21c39
modified SYS ;’g%ﬁAGE OWA_UTIL 38938402243f375395(ff47409¢c177d
modified SYs gg%f(AGE WPG_DOCLOAD 3d7edaab9db2e032d33b0ba7dc0d0e34
Imodified ISYS  |PACKAGE |DBMS_REGISTRY_SYS [ab707436c934480e9bf69d38d2067d81
Imodified ISYS  |PACKAGE [OWA c6af9edaca5f0c207c4f68ded5557dbb
ladded ISYS  |PACKAGE |OWA_MATCH 921433fea030e42cb07b671c393a220f
Imodified ISYS  |PACKAGE [OWA_UTIL 79cf8aeb94241fdd421990dd6c949dc5
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Modified items in ORA9207P

Modification

type Owner Type Name new MD5-checksum

modified  |CTXSYS ';'g%ﬁAGE CTX_DOC 43626¢29¢82d0b06c02a0cf 7edfLc336

modified  |CTXSYS ';’gCD*;AGE CTX_QUERY 9ed1797291453b83520695229719aea2
modified  CTxsYS PACCACE IpRiDDL 0316003623a127ec667190605b119508
modified  |CTXSYS E'gCD*;AGE DRIDML a4851950009250852f80c60ab634481e
modified |CTXSYS |PAEEACE IpRILOAD 4a09e4b73bf45¢8fd3c157e4026bb2bd
modified  |CTxsYS PACEACE prixTAR 85¢7hdcaa086¢d2e25a9d17d00685bb
modified  |CTXSYS ;Z)E’i CATINDEXMETHODS a8cab7c2712c06add482d8cod7e49ad
modified  |svs  PACEAGE ppvs METADATA 0722047986889fd2c0d8ACFf0762695

modified  |SYS ';’gCD*;AGE DBMS_METADATA_UTIL 4fc18122f8d1593d36dd84afa5h114d0
modified  |SYS ';'g%*;AGE DBMS_REGISTRY 30082eec1959c566194f91177f526d

modified  |SYS E'gCD*;AGE DBMS_REGISTRY_SYS 6af60aacf0637h328aa93f1cc219d78

modified  |SYS ';g%f(AGE DBMS_STATS 30880da4h97562679abd62ff5a627095
Imodified  [SYS ~ |PACKAGE |[DBMS_REGISTRY_SYS |ab707436c93448be9bf69d38d2067d81
removed  |SYS  |TYPE  [SYS_YOID0000004571$ Ibd8d31b3d73ddd9ff0eb397a3df2752a
removed  |SYS  |TYPE  [SYS_YOID0000004574$ |05ace44950d67bad161b8783c2a5caf7
removed  [SYS  |TYPE  |SYS_YOID0000004577% Ibaec8597ch59cc6ch3437989ff6de4b0

removed  |SYS  |TYPE  [SYS_YOID0000004581$ |ed6564647d7e4c640c4c0f4ef16¢3d87
removed  |SYS  |TYPE  [SYS_YOID0000004584% 44bd2229266518ffda44c60ccf44d08b

removed  [SYS  |TYPE  |SYS_YOID0000004587% 422df1ba09ca95072aca2ce173ab07c7
removed  |SYS  |TYPE  [SYS_YOID0000004590% |efa855370932015b14764f6f57393ce5
removed  |SYS  |TYPE  [SYS_YOID0000004594% |7cfad6802d7432e6a1b34b6630c2cfb8
fremoved  [SYS  |TYPE  |SYS_YOID0000004596% 5600c9¢1b3cf9e02b633e749844dde10
removed  |SYS  |TYPE  [SYS_YOID0000004598% 58aa457a2eaf08ceb2561833d325fb41
removed  |SYS  |TYPE  [SYS_YOID0000004602$ 187283bdb1707d865108103b36bf7894f
removed  [SYS  |TYPE  |SYS_YOID0000004605% |70bae6c0a292751d4543986b9774218e
removed  |SYS  |TYPE  [SYS_YOID0000004608$ 6d167998a2684f830afbd9c5e25¢5h79
removed  |SYS  |TYPE  [SYS_YOID0000004612$ |dd352bf4fd5e7c72ba180403a82c7bes
removed  [SYS  |TYPE  |SYS_YOID0000004614$ |46bfc4ae925010c2e16eecfad81663a7

removed  |SYS  |TYPE  [SYS_YOID0000004616$ 51b47b1f958e115221207fece60882e7
removed  |SYS  |TYPE  [SYS_YOID0000004620% |d562605875361b06b2357a84ffad50
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removed  |SYS  |TYPE  [SYS_YOID0000004624$ Ib1d15be527d0df2589766ba9492ff1cc
removed  |SYS  |TYPE  [SYS_YOID0000004628% 589829ab63449585h0c275ffcf6c9088
removed  |SYS  |TYPE  [SYS_YOID0000004632$ |a8cae8894624b3d34cd87af19c5125a1
removed  |SYS  |TYPE  [SYS_YOID0000004636$ Ibe2cd5f9936celcff55bb7a22a274b06
removed  |SYS  |TYPE  [SYS_YOID0000004640$ |67f1d25fd4b6aa3c9e2a9486dfb174d2
removed  |SYS  |TYPE  [SYS_YOID0000004644$ |8ffe25a232bd4d624d71e454b125047d
removed  |SYS  |TYPE  [SYS_YOID0000004648$ |77d4cfe40e4e63269405210a6430e179
removed  |SYS  |TYPE  [SYS_YOID0000004652% 90c7e3c3559de56d51d1 ffdd88fa2bed
removed  |SYS  |TYPE  [SYS_YOID0000004656% leccfb3a65a4860af89434c27e7h64cel
removed  |SYS  |TYPE  [SYS_YOID0000004660$ |8bd274e8564fd733423769160faaf918
removed  |SYS  |TYPE  [SYS_YOID0000004662$ 397¢3bfe47cc1baOb7c1d82d79f121ca
removed  [SYS  |TYPE  |SYS_YOID0000004664$ laa57199904€347a004f85df26232b0bc
removed  |SYS  |TYPE  [SYS_YOID0000004666$ 47d853ea21846728f20836¢331229d4c
removed  |SYS  |TYPE  [SYS_YOID0000004669% 34c59cc8a12b58db3f1d9ba57e691d44
removed  [SYS  |TYPE  |SYS_YOID0000004672% 24261036c0d005a060ch65b440fbf800
removed  |SYS  |TYPE  [SYS_YOID0000004675$ |ce12e67381cd689618a7eeldf3aa61b9
removed  |SYS  |TYPE  [SYS_YOID0000004678% |25h522852639dd7a1f784e620bd0c84b
removed  [SYS  |TYPE  |SYS_YOID0000004682% Ibb8878dcf5c4af3696ch081cag5fabba
removed  |SYS  |TYPE  [SYS_YOID0000004686$ |d2cd1efbe9alaB0a985b3d4e8dadc7ce
removed  |SYS  |TYPE  [SYS_YOID0000004694$ 487fe063bf8bc1081a7df886112ab776
removed  [SYS  [TYPE  [SYS_YOID0000004696$ 4931220d1cac3c990081940b5681234a
removed  |SYS  |TYPE  [SYS_YOID0000004698$ 1976958292035a6052¢3597192a4a8115
removed  |SYS  |TYPE  [SYS_YOID0000004702$ leceObe54db90e8aaf797c3ccdelac80
removed  [SYS  |TYPE  |SYS_YOID0000004705% 2a7f700c5e1fada26f1d3dfedaf6h5a4
removed  |SYS  |TYPE  [SYS_YOID0000004708$ 1975ca5h10161c70659765358¢25717d0
removed  |SYS  |TYPE  [SYS_YOID0000004712$ 8130273268fag854ce9b1db49e7ef539f
removed  [SYS  |TYPE  |SYS_YOID0000004716% |f89e41ba4946fh031af3ec11685669a8
removed  |SYS  |TYPE  [SYS_YOID0000004719$ |f693c38637f922230d1d2f5e95a6bab3
removed  |SYS  |TYPE  [SYS_YOID0000004722$ d8c40e5d2aad2fdc33f1b060faee566b
removed  [SYS  |TYPE  |SYS_YOID0000004725% |556ba3f12b8c0a36baadcfch655d15f3
removed  |SYS  |TYPE  [SYS_YOID0000004728% 83f195b7f5f1b69af38afe5c25e41ac5
removed  |SYS  |TYPE  [SYS_YOID0000004731$ \f57af194f63f91e9995adccaabff4c6f
removed  [SYS  [TYPE  [SYS_YOID0000004735$ 8b51¢7dbd5dd5b4deba0746059d019dd
removed  |SYS  |TYPE  [SYS_YOID0000004739% 8d7f9d542870721f0f9cab5c41741fdb
removed  |SYS  |TYPE  [SYS_YOID0000004742$ |5f475ef142476375f8bac32908045b6
removed  [SYS  [TYPE  [SYS_YOID0000004745$ 5296475879d71512d104593921608422
removed  |SYS  |TYPE  [SYS_YOID0000004748$ 311f590e65cfbc37a199386feac08bb8
removed  |SYS  |TYPE  [SYS_YOID0000004753% |cf70097b5188df0e53547bf66a724d7d
removed  [SYS  |TYPE  |SYS_YOID0000004756% 368dd0d4d9562526538d0ef1c74da252
removed  |SYS  |TYPE  [SYS_YOID0000004758% 4641d540887533fbd2b03917bbf62313
removed  |SYS  |TYPE  [SYS_YOID0000004763$ |9bfee560c48dae390871ealh2592afa9
removed  [SYS  |TYPE  |SYS_YOID0000004766% d39778a50ae7f042d57e8dd9a9dafecs
removed  |SYS  |TYPE  [SYS_YOID0000004769% 140d2665f2188fe149ae2608ff1229ea
removed  |SYS  |TYPE  [SYS_YOID0000004772$ 119090f62e3154b95b49daal 707b3aaa8
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removed  |SYS  |TYPE  [SYS_YOID0000004775$ 29733c1d809aaf4d29baeb5a18cd9967
removed  |SYS  |TYPE  [SYS_YOID0000004778% Ib0b1481572fc4989368ab8f6h2862080
removed  |SYS  |TYPE  [SYS_YOIDO0000004782% |c67377190c9674aae691a2550630981
removed  |SYS  |TYPE  [SYS_YOID0000004785$ |a9ea812207622305¢99718784c48b93
removed  |SYS  |TYPE  [SYS_YOID0000004788% 57d43b5ace8f1f648f061bc0al745ac7
removed  |SYS  |TYPE  [SYS_YOID0000004796% |c741446b2f27b4c23634a8162fe60a30
removed  |SYS  |TYPE  [SYS_YOID0000004798$ Ib2fb4f4256253fca847d5ee912833e5¢
removed  |SYS  |TYPE  [SYS_YOID0000004800$ c076c90f57d5f2532¢0e139c15efcaca
removed  |SYS  |TYPE  [SYS_YOID0000004802$ le4ec3b1023b59bc07233b0d2f424f021
removed  |SYS  |TYPE  [SYS_YOID0000004804$ 3d0518c4154e17a7413c58de66021402
removed  |SYS  |TYPE  [SYS_YOID0000004807$ |071b51f875eb816696bd2119b080a570
removed  [SYS  |TYPE  |SYS_YOID0000004813$ 47b00020b98ddf2a13526221d5b4d55
removed  |SYS  |TYPE  [SYS_YOID0000004817$ |f49d9841¢39bd7d3cd34b5fd98b83ef
removed  |SYS  |TYPE  [SYS_YOID0000004820$ 1976903719e549d3d673740276f303777
removed  [SYS  |TYPE  |SYS_YOID0000004824$ 36d28ccf36295a0f5f778d87995929d8
removed  |SYS  |TYPE  [SYS_YOID0000004827$ 845h20h9879826b45603d7f1ba6274ef
removed  |SYS  |TYPE  [SYS_YOID0000004830$ lefb4d3b55a013affd585adfe3641bffe
removed  [SYS  [TYPE  [SYS_YOID0000004833% l6bcbbe0ca591009¢393a7bc09fc570aa
removed  |SYS  |TYPE  [SYS_YOID0000004836$ 96ab3dd26a8216628bdcdd162268824
removed  |SYS  |TYPE  [SYS_YOID0000004839$ Ib5f1eb8615¢940f1eallede831f8525e
removed  [SYS  |TYPE  |SYS_YOID0000004846% 5b71e0abb89fbe2e591f2af05a4532e1
removed  |SYS  |TYPE  [SYS_YOID0000004849$ lefc6a934a950ff594b1b9c3f0e0edf68
removed  |SYS  |TYPE  [SYS_YOID0000004852% 119b1400114c90cf76723d741eab6c379
fremoved  [SYS  |TYPE  |SYS_YOID0000004855% Ib7d77c5fc971f65f276be2edd2ee44e6
removed  |SYS  |TYPE  [SYS_YOID0000004858% |dc7548f41c6dc9d5c4e0868h6e285¢8
removed  |SYS  |TYPE  [SYS_YOID0000004861$ l4cab0077hdead6bdefac7c57e5d162a0
removed  [SYS  |TYPE  |SYS_YOID0000004864$ |2045¢25ff2615b66c578¢77b4c9c8553
removed  |SYS  |TYPE  [SYS_YOID0000004867$ (fabb44b24677722240150fd6d7480b2a
removed  |SYS  |TYPE  [SYS_YOID0000004870$ |a267€92ac9639899c681ccad8ce0e648
removed  [SYS  |TYPE  |SYS_YOID0000004873% |167d4cd4e6c21b401f00125¢ca7c2d1e2
removed  |SYS  |TYPE  [SYS_YOID0000004886$ |a5411dd09782639969ee5771010bf8b0
removed  |SYS  |TYPE  [SYS_YOID0000004888$ 8ce12f4a8e011a5f1de8140df1839¢c38
removed  [SYS  |TYPE  |SYS_YOID0000004890% |fbf186ee4c95hc8cac77cade71easf2h
removed  |SYS  |TYPE  [SYS_YOID0000004892$ 1476908f80f89ch9c742b309ce8b7fcal
removed  |SYS  |TYPE  [SYS_YOID0000004894$ 8ed4386590e3dcdad562b3459d9b90cc
removed  [SYS  |TYPE  |SYS_YOID0000004896% |5c4f7719021d101112db841c725bfbe2
removed  |SYS  |TYPE  [SYS_YOID0000004898$ lececec825910340be50e4fh504082424
removed  |SYS  |TYPE  [SYS_YOID0000004909$ la9e7a62d3bbbb1441a29a267f8490578
removed  [SYS  |TYPE  |SYS_YOID0000004911$ db9ab5f281d3ddagad8dde5a99317d23
removed  |SYS  |TYPE  [SYS_YOID0000004913$ 592a5711fd42419bc24bbad33361e12b
removed  |SYS  |TYPE  [SYS_YOID0000004915% 1b3a09061996176cbd97h3d7c47ef1c48
removed  [SYS  |TYPE  |SYS_YOID0000004917$ |5e6daa2faf189a16d8925ed9f6bb331c
removed  |SYS  |TYPE  [SYS_YOID0000004920$ |c112607629ca3fbf494b907e10046432
removed  |SYS  |TYPE  [SYS_YOID0000004923$ |1c8cc324fch673f8aaad 108f4fa93e49
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removed  |SYS  |TYPE  [SYS_YOID0000004926$ (f718201d252eb4fe3c80644af631fc23
removed  |SYS  |TYPE  [SYS_YOID0000004930$ Ibc5e58¢f77747¢618a2236312f3d0b32
removed  |SYS  |TYPE  [SYS_YOID0000004933$ 48b22b4ch1d4e48c88c659c16980be98
removed  |SYS  |TYPE  [SYS_YOID0000004937$ |c05eaa26¢70bd2f7cb93c78dd3a63d22
removed  |SYS  |TYPE  [SYS_YOID0000004940$ 54592804977 ffcd360f6a4c608255¢6
removed  |SYS  |TYPE  [SYS_YOID0000004944$ 431a667dd363258223671d4233028ad5
removed  |SYS  |TYPE  [SYS_YOID0000004947$ |96f75f4adce4e5h4e632b86b07c880e8
removed  |SYS  |TYPE  [SYS_YOID0000004950% 1601bd36f250a4d091704a95¢09868293
removed  |SYS  |TYPE  [SYS_YOID0000004953$ 319fde932cb6377b08cc595558a6fd7f
removed  |SYS  |TYPE  [SYS_YOID0000004957$ |06a11a9a487ea7a9e3383fcdd688cfd0
removed  |SYS  |TYPE  [SYS_YOID0000004960$ |c73d3903d9fdbe1b2e498c2bc25a4655
removed  [SYS  |TYPE  |SYS_YOID0000004963% |0819252bab6f615a8537fhf6e3a6ca08
removed  |SYS  |TYPE  [SYS_YOID0000004966$ 14057b812aece1b0e3cc559396e139bf8
removed  |SYS  |TYPE  [SYS_YOID0000004969% |07fe6586059352fc144bag5d97chael4
removed  [SYS  |TYPE  |SYS_YOID0000004972% |f23022073e63442ed9fc8b5373d776be
removed  |SYS  |TYPE  [SYS_YOID0000004974$ |cea4a51f4821957b56b9090fff2aaddc
removed  |SYS  |TYPE  [SYS_YOID0000004977$ |077cd20a6365154837¢540c014833d0a
removed  [SYS  |TYPE  |SYS_YOID0000004980% 881b0e2225286169499h093a0bch815
removed  |SYS  |TYPE  [SYS_YOID0000004983$ 70550d4f20a685282ef66f632aa858de
removed  |SYS  |TYPE  [SYS_YOID0000004986% 9eda3be60b463ff3f7624fc51360cc23
removed  [SYS  |TYPE  |SYS_YOID0000004988$ |0b2e690e8a44239768a92d2ce6d4ef34
removed  |SYS  |TYPE  [SYS_YOID0000004991$ 9577d3291cc08e5f473320b168b622¢3
removed  |SYS  |TYPE  [SYS_YOID0000004994$ |c64cfd5b07097e82924f81e0032002a0
removed  [SYS  |TYPE  |SYS_YOID0000004997% |286calle7cc3726b624d0ebedcdcddac
removed  |SYS  |TYPE  [SYS_YOID0000005000$ 596529d3¢78c9d4262e2f9f97e605ab8
removed  |SYS  |TYPE  [SYS_YOID0000005003$ |a9e5102a597e4c96b3d4997e83b09802
ladded ISYS  |TYPE  |SYS_YOID0000031851% c292b1f3d5a04913dbe9abd6ccbc7c75
ladded ISYS  |[TYPE  [SYS_YOID0000031854% 91b5f53f68e64dch89da5af3c6f447f3
ladded ISYS  |[TYPE  [SYS_YOID0000031857$ |a63da1350164b21d9576dd5f725ecc1d
ladded ISYS  |TYPE  |SYS_YOID0000031861% |955f50a1d4bd461ac1b1093b5a206e8f
ladded ISYS  |[TYPE  [SYS_YOID0000031864$ 190622f1581287319954d8cfaalfcc2f
ladded ISYS  |[TYPE  [SYS_YOID0000031867$ d7ab36dbc52c2b9855¢9c4f9e23d78cd
ladded ISYS  |TYPE  |SYS_YOID0000031870% I9ff79c63ef6h2abe940f58378062961
ladded ISYS  |[TYPE  [SYS_YOID0000031874$ |ffde5f46605209b5475487h00895a371
ladded ISYS  |[TYPE  [SYS_YOID0000031876% |cfdf973fa537397be00b87a9afc4c0el
ladded ISYS  |TYPE  |SYS_YOID0000031878% 1d3329c3efb7311dc9de932d77fc0832
ladded ISYS  |[TYPE  [SYS_YOID0000031882$ 57409d5c444de1bd400eccdf4fa25ff2
ladded ISYS  |[TYPE  [SYS_YOID0000031885% 101678e9c127f56b6e56fb7d26aab498d
ladded ISYS  |TYPE  |SYS_YOID0000031888% 18d60f800c0eda8d560a8afe2c7bfal61
ladded ISYS  |TYPE  [SYS_YOID0000031892$ |c14df46fe29c9297ce31904d04ac37hd
ladded ISYS  |[TYPE  [SYS_YOID0000031894% |4ee3ff43e0fa33cad044272eb7ch8de3
ladded ISYS  |TYPE  |SYS_YOID0000031896% 4ee6889d9a8ed 75fbca50cf390dc017e
ladded ISYS  |[TYPE  [SYS_YOID0000031900% |4f15770f1877¢252638¢5¢2c0b3f0690
ladded ISYS  |[TYPE  [SYS_YOID0000031904$ 5f06b476263chb3911cal64e232bc696
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ladded ISYS  |[TYPE  [SYS_YOID0000031908$ |05cde1d56fde491cdd0756¢d7fb0b005
ladded ISYS  |[TYPE  [SYS_YOID0000031912$ 140bd16d5774150c5a3abab6142c9bb31
ladded ISYS  |[TYPE  [SYS_YOID0000031916$ |7d73594ae938b6163127222299b2cfff
ladded ISYS  |[TYPE  [SYS_YOID0000031920$ |7980f26ec34dc411a8ec64909d2074fc
ladded ISYS  |[TYPE  [SYS_YOID0000031924% |48dc758aacf45c102fd5c03dcb8asbbd
ladded ISYS  |[TYPE  [SYS_YOID0000031928% |ddb80826¢78ab20988e909532d3266ca
ladded ISYS  |[TYPE  [SYS_YOID0000031932$ 13bdf4c012e8dcaa676d93eeh27a9be?
ladded ISYS  |[TYPE  [SYS_YOID0000031936% 15c48a182e690737919f256145a8d080
ladded ISYS  |[TYPE  [SYS_YOID0000031940$ 9a338510004a9e9078165457c203144
ladded ISYS  |[TYPE  [SYS_YOID0000031942$ 204adda6258f0bb2a80ecaagas3faelcl
ladded ISYS  |[TYPE  [SYS_YOID0000031944$ |dc5f6c01c057aa240ebfeec4232a2309
ladded ISYS  |TYPE  |SYS_YOID0000031946% |050e44bf31061a0f59f746d36e1f0dce
ladded ISYS  |[TYPE  [SYS_YOID0000031949% 4d1cc010564352943bb0721139e494d7
ladded ISYS  |[TYPE  [SYS_YOID0000031952% 80f5b578772c429f53e13839582398
ladded ISYS  |TYPE  |SYS_YOID0000031955% 1850b38¢256102362¢9522bch9061ba21
ladded ISYS  |[TYPE  [SYS_YOID0000031958% 81bd1378f15bb27a29e7ed10c9f804cF
ladded ISYS  |[TYPE  [SYS_YOID0000031962% |ff623b34e52e71ache50feb286534824
ladded ISYS  |TYPE  |SYS_YOID0000031966% |d102a40108872e8ced3a71b2cc53dc49
ladded ISYS  |[TYPE  [SYS_YOID0000031974$ la85ba932c2db0b2cc2365158f06c283
ladded ISYS  |[TYPE  [SYS_YOID0000031976$ |7e9643fecdds4c1c5e8fedf7c5c65cch
ladded ISYS  |TYPE  |SYS_YOID0000031978% lace7ab0e775a6¢911af8837bf1825fb1
ladded ISYS  |[TYPE  [SYS_YOID0000031982$ |06368052307e6050f360bc584cf04577
ladded ISYS  |[TYPE  [SYS_YOID0000031985% |f251535¢c1eb5c5¢13b746b3ebabff7fd
ladded ISYS  |TYPE  |SYS_YOID0000031988% Ib63fbc17cf4903¢24528913b325bbd5
ladded ISYS  |[TYPE  [SYS_YOID0000031992$ c2ea48af35c0255a983968eb0638ad45
ladded ISYS  |[TYPE  [SYS_YOID0000031996% lac76d6785c58e10c9416d5fb14f6c95f
ladded ISYS  |TYPE  |SYS_YOID0000031999% 61832042463381dd84c489259e253459
ladded ISYS  |[TYPE  [SYS_YOID0000032002$ |5e455ae8ch25¢2a649bc87 1aafa36a6e
ladded ISYS  |[TYPE  [SYS_YOID0000032005$ |00acc59efle0al6b9ec9d86f56da38b0
ladded ISYS  |TYPE  |SYS_YOID0000032008% 739d47h303f237d9423fa7d92afcebab
ladded ISYS  |[TYPE  [SYS_YOID0000032011$ |d9705944128222c01e07hdf6e4aad3c8
ladded ISYS  |[TYPE  [SYS_YOID0000032015% |7ae92¢507c5f44d5b4814dec897b0a23
ladded ISYS  |TYPE  |SYS_YOID0000032019% 56c0b6c20600930a27670a9edc28b986
ladded ISYS  |[TYPE  [SYS_YOID0000032022$ 7b2ad4d7ad3a584267f7299a278394a5
ladded ISYS  |[TYPE  [SYS_YOID0000032025% |c59c568ecda01a654284aba2836a259d
ladded ISYS  |TYPE  |SYS_YOID0000032028% la28bch7b91d5abe91783423da2315d9d
ladded ISYS  |[TYPE  [SYS_YOID0000032033$ |d5298ad6dafbabb7b20beee25f05d796
ladded ISYS  |[TYPE  [SYS_YOID0000032036% Ibb63967a2b4ff279526325624cd717d1
ladded ISYS  |TYPE  |SYS_YOID0000032038% 142909e6cf8335c23529fc80eab4be41
ladded ISYS  |[TYPE  [SYS_YOID0000032043$ |fb7789289b325h3bd87557ec7a354293
ladded ISYS  |[TYPE  [SYS_YOID0000032046% 11cac57c87395e3c96176a818ea2ee20
ladded ISYS  |TYPE  |SYS_YOID0000032049% |dfea98cc71b80674f54171627h98hce5
ladded ISYS  |[TYPE  [SYS_YOID0000032052% |fc5ab68a326808b41d39927fa6866663
ladded ISYS  |[TYPE  [SYS_YOID0000032055% c32154540cd7c1627ac44e4cfOch1328
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ladded ISYS  |[TYPE  [SYS_YOID0000032058% 232a31d876562a1b773da57e52a226d
ladded ISYS  |[TYPE  [SYS_YOID0000032062$ |727fb2458609dalc15883ea2603fead?
ladded ISYS  |[TYPE  [SYS_YOID0000032065% |4ff9d6d8cfa685efda6189fb2bcac200
ladded ISYS  |[TYPE  [SYS_YOID0000032068% d5ch5e304aaa7e45747aef9alc218bb2
ladded ISYS  |[TYPE  [SYS_YOID0000032074$ c26e15c3e4abad29fc9063c5d854009b
ladded ISYS  |[TYPE  [SYS_YOID0000032076% 447de6bef1e7a8a4b080b9681a3b41ab
ladded ISYS  |[TYPE  [SYS_YOID0000032078% |7a1e9125dc3eada40a563b3b659feaf3
ladded ISYS  |[TYPE  [SYS_YOID0000032080% 6b51afdb8836ccc642c861h0c27h130a
ladded ISYS  |[TYPE  [SYS_YOID0000032082% |14024cf65fb9b8437f0989665dfIc8al
ladded ISYS  |[TYPE  [SYS_YOID0000032085$ |ef749821586632738197¢11ba6bfd050
ladded ISYS  |[TYPE  [SYS_YOID0000032091$ le60baBe5d45cfbb35291417e8e425848
ladded ISYS  |TYPE  |SYS_YOID0000032095% |f1359470934c175ab8d1e3a5d010c1e
ladded ISYS  |[TYPE  [SYS_YOID0000032098% |0b4732ae765aa15h6553dc47164995d9
ladded ISYS  |[TYPE  [SYS_YOID0000032102$ |100bbbd4c656fe400dc75fee98d06ced
ladded ISYS  |TYPE  |SYS_YOID0000032105% |6a7bbbdee6463be0e85fb13ebf24d0aa
ladded ISYS  |[TYPE  [SYS_YOID0000032108$ Ibb4b0ba536da9h511734f9240a5d7e9e
ladded ISYS  |TYPE  [SYS_YOID0000032111$ |d9b72d1ee565h0563156922937b0f514
ladded ISYS  |TYPE  |SYS_YOID0000032114$ 1009717611c82¢7e0bef316db1b285ala
ladded ISYS  |[TYPE  [SYS_YOID0000032117$ |72a40b78601f5hbc34dafdc2ce7h64069
ladded ISYS  |[TYPE  [SYS_YOID0000032124% 10d8411842465b4107c89bfb10098chdb
ladded ISYS  |TYPE  |SYS_YOID0000032127% lefab098f7a317a97007¢c35a6a22bf869
ladded ISYS  |[TYPE  [SYS_YOID0000032130$ |a207a8d60cbb1f34f7dc59f16e5a52a5
ladded ISYS  |[TYPE  [SYS_YOID0000032133$ b234f46c60323babfcd34ce0206dff5f
ladded ISYS  |TYPE  |SYS_YOID0000032136% |af2ff76dcfad6324f08061b222a518f
ladded ISYS  |[TYPE  [SYS_YOID0000032139% 1909cccfda9549cafe876b00ccI012e0a
ladded ISYS  |[TYPE  [SYS_YOID0000032142$ 226¢bdc3cd3f12ch339738996002¢8f
ladded ISYS  |TYPE  |SYS_YOID0000032145% 99c8c1aed7fcaecof5581e5572a55da4
ladded ISYS  |[TYPE  [SYS_YOID0000032148$ 61920e6292b7e0064907302331bage
ladded ISYS  |[TYPE  [SYS_YOID0000032151$ 3a236e4dc0a2c1e001b4be76h2824cf2
ladded ISYS  |TYPE  |SYS_YOID0000032164% 2800e246be295a87400c2a11f25691ad
ladded ISYS  |[TYPE  [SYS_YOID0000032166$ |fa59ce531f1d22e89480870e20ca6315
ladded ISYS  |[TYPE  [SYS_YOID0000032168% |c4aee6edacOdf4ah73b9e23d14402efc
ladded ISYS  |TYPE  |SYS_YOID0000032170% |dcc881ef64d05229930bd3fe9faa52ea
ladded ISYS  |[TYPE  [SYS_YOID0000032172$ |093c09688¢198e6d4f236ed8ccdf67bf
ladded ISYS  |[TYPE  [SYS_YOID0000032174% |9f1a0f5630041b8b0dd9eec8f6c5adee
ladded ISYS  |TYPE  |SYS_YOID0000032176% 943¢94445ad41a01e12f740a28b5d445
ladded ISYS  |[TYPE  [SYS_YOID0000032187$ (f2c069d27646cf0baa45d0316db153c7
ladded ISYS  |[TYPE  [SYS_YOID0000032189% 9c1950d1d024ba2ab574cd74f84afba0
ladded ISYS  |TYPE  |SYS_YOID0000032191$ 140c3b78e74e348a0a2ea6c6hc0a8332a
ladded ISYS  |[TYPE  [SYS_YOID0000032193$ |labbff79534480dba13dd9306c930ac8b
ladded ISYS  |[TYPE  [SYS_YOID0000032195% |05dffbcg7fc51dal4d3346f003ef943b
ladded ISYS  |TYPE  |SYS_YOID0000032198% 80f341d9f2844fch057a9db465225¢03
ladded ISYS  |[TYPE  [SYS_YOID0000032201$ |c5ffefe098fa9212b2835741c0f7d80f
ladded ISYS  |[TYPE  [SYS_YOID0000032204% |71e28b1d1ee0f72428364725a94472f6
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ladded ISYS  |TYPE  |SYS_YOID0000032208% |cd8d044ec5078d5aa9a5f883cebedes2
ladded ISYS  |[TYPE  [SYS_YOID0000032211$ |f266190e694268793025805ca3941a11
ladded ISYS  |[TYPE  [SYS_YOID0000032215% |fe05a04590dc982f4a385f6d7ef329al
ladded ISYS  |TYPE  |SYS_YOID0000032218% |167f0a773230cf1641c306f5a5a15bf5
ladded ISYS  |[TYPE  [SYS_YOID0000032222$ 8658dc4c990e969e51e1607a6e550257
ladded ISYS  |[TYPE  [SYS_YOID0000032225% Ibd58eae3684cd6d7eb23e1bcaab91874
ladded ISYS  |TYPE  |SYS_YOID0000032228% |029ce1ca866cc01770b6d4dc5fh20136
ladded ISYS  |[TYPE  [SYS_YOID0000032231$ |fad082e6955b3be6c5f7ebc4951d789d
ladded ISYS  |[TYPE  [SYS_YOID0000032235% |5ba3ead9503c02686544a52bd946ea25
ladded ISYS  |TYPE  |SYS_YOID0000032238% |620d14259eec4cab524a06c20e372395
ladded ISYS  |[TYPE  [SYS_YOID0000032241$ 3662bfa94caeba2d5fal5099ad6a8d23
ladded ISYS  |TYPE  |SYS_YOID0000032244% 8a0f6if36e0276672819645¢4640ece4
ladded ISYS  |TYPE  |SYS_YOID0000032247$ |1713fb4576729200fLc51b74acaaaf47
ladded ISYS  |[TYPE  [SYS_YOID0000032250% 3376848dca05d3b4e1h3021356b84dcc
ladded ISYS  |TYPE  |SYS_YOID0000032252% bf3110a1761e285h31eal5e3a3269b4
ladded ISYS  |TYPE  |SYS_YOID0000032255% e69a69307983bf38cc3356c4db31c5d8
ladded ISYS  |[TYPE  [SYS_YOID0000032258% lea5eb2d07c4d293e0724a8ba8e4663c8
ladded ISYS  |TYPE  |SYS_YOID0000032261% 8ed534722a¢9a8276967f0ab9f628¢a6
ladded ISYS  |TYPE  |SYS_YOID0000032264$ |64366db5e882a988e07c5c0d0f02fecd
ladded ISYS  |[TYPE  [SYS_YOID0000032266% 42745df737da33ed510c653ec49979ec
ladded ISYS  |TYPE  |SYS_YOID0000032269% Ib6dad34046d23e9af20f6f6502e4ce8b
ladded ISYS  |TYPE  |SYS_YOID0000032272% 8d8cd4fala3besfld29a866972962456
ladded ISYS  |[TYPE  [SYS_YOID0000032275$ |c15e30f1d1e954e8e9bd09a49147f2fe
ladded ISYS  |TYPE  |SYS_YOID0000032278% |03da0ab713e8204b7290fd033fh1e27c
ladded ISYS  |TYPE  |SYS_YOID0000032281$ 687ea4e8f251028ea4b74098e00a5e0e
Imodified ~ |SYS  |VIEW  |KU$_FHTABLE_VIEW 19913f91dab2b6f93b55fd78e156ded33
Imodified  [SYS  |VIEW  |KU$_PFHTABLE_VIEW 624afccaelfe5hSeecled4f328bff5th
Imodified  [SYS  |VIEW  |[KU$_PHTABLE_VIEW 28d29c296708632c38955¢8aa34ec34a
Imodified  |SYS  |VIEW  |KU$_XMLSCHEMA_ELMT_VIEW |fe9087805883efe5acfb1448c25df064
Imodified  [SYS  [VIEW  |KU$_XMLSCHEMA_VIEW 279e449289ea206824e0bbeae2d8779
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Modified items in ORA1014P

‘Modti)f/:;::tion Owner ‘ Type ‘ Name ‘ new MD5-checksum

Imodified  |CTXSYS |FUNCTION |DRI_SUBLXV_LANG de3a49828ee8132¢198ba0d20c695087
Imodified  |CTXSYS |[FUNCTION |DRI_VERSION 1aab196¢3bb53f5a1d30b1028e5893cf
modified  |CTXSYS | PACEACE leTx cLs 48595101067d7ed6a2bba6f39c782879
modified  CTxsys [PACEACE ety poc 0d97c766becfd24323d826dfee69af72
modified [CTXSYS |PACEACE et QUERY 815ech14db030a0cf02879¢5ac40¢857
modified  |CTXSYS E'g%*;AGE DMP_SYS_DUMMY 202057533dada54fc2297€a3f7259d9f
modified  |CTXSYS |EACEACE  IpRiLoAD 12a4¢da6h0687f3366a23ea0fb23fc8a
modified |CTXSYS | PACEACE  IprypDL 397ebab7a7fc859a6fcA1e84a7004a6h
modified  CTxsys |PACEACE IprRvDML bb7ee9e617ef4c1a8416294f06b9c350
modified [CTXSYS |TAFEACE  IpRvDOC 69331b67h9188448ffa3e2860846583
modified  CTxsYs |PACEACE  IprvoDM fe2813270b882516630068159¢5h8579
modified (CTXSYS |PACEACE  IpRyTMT 75a1a36a871c55485fd9d2aae8f7654
modified  |CTXSYS E'g%*;AGE DRVXMD 8846edbb2123c0693c3b2afecd72aa8c
modified |CTXSYS |PACEACE  IppyxTAB d4d1eafc891e206¢718bal9a7h7f45f0
modified [CTXSYS | PACEACE IpRvXTABC d7b377e010c755ebedea575d475c29d
modified  CTxsYs | PACEACE  IpRVXTABR £8183501968222063¢7a8e94909847613
modified [CTXSYS |PAZCACE IpRvXTABX dd163ch29a23971552aac40588da72d1
Imodified  |CTXSYS [PROCEDURE DRI_MOVE_CTXSYS 1ca72f6bed36dfded770a5719b0bef44
Imodified  |CTXSYS |TYPE BODY |CATINDEXMETHODS c50022b21bbc8324af80a079e2fdh92c
modified  |SYS PASACE  bBMS_cpC_IPUBLISH 158cc1c3¢71b33746bc0899a152b93¢7
modified  |SYS PACKACE  IbBMs_cpe_pusLisH 41550965878¢48600c3700fFf9470792
modified  |SYS PASACE  bBMs_cpc_uTiLITY a1d891771784df51f5042ac8dc60b435
modified  |SYS E’é%ﬁAGE DBMS_DATAPUMP 0680203e35c96b5f3cfc56hcd94392b8
modified  |SYS PACACE  DBMS_METADATA f6e78122d3fdf2b5f5c5547d4cd1a526
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modified  |SYS ';’gCDﬁAGE DBMS_METADATA_INT 42bf6691d3d431bf4fh216b70ed647a9
modified  |SYS ';'g%ﬁAGE DBMS_METADATA_UTIL ecdbedcch5h2dc8418643043226724¢8
modified  |SYS E'g%ﬁAGE DBMS_REGISTRY 823f3f57f5dc484e36b40b17aa4da63b
modified  |SYS ';'g%f(AGE DBMS_REGISTRY_SYS 64980a0014dcf464ecd30cceed26cca
modified  |SYS ';g%ﬁAGE http 06855d0083417bfh71348b2a22559484
modified SYS E’g%ﬁAGE KUPVS$FT d7ac2fb97bc163c255d51fa638e90c3a
modified  |SYS ';'g%ﬁAGE KUPVSFT_INT b20d3262e6c311a34222ade3805hc5h
modified  |SYS ';’gCD*;AGE OWA_UTIL 89514b62ad2¢03d73¢39480dch3026d
modified  |SYS PASCACE  wpe_bocLoaD 8b6dlad5602aff10fe1206089dc28648
Imodified  [SYS IPACKAGE  |DBMS_CDC_IPUBLISH Ib8956h2ae4fc82df72bfofc0184f035¢
Imodified  |SYS IPACKAGE  |DBMS_DATAPUMP lechb96268¢8d024d6f3491ac74c891e7
Imodified  |SYS IPACKAGE  |KUPCC 190dbdd24778e3e6d9d00a71d9eabel18a
ladded ISYs TYPE ISYS_PLSQL_3992_384_1 0fa9a0586932ecdaf7f0ec3e7f0773c4
Iremoved  |SYS "TYPE ISYS_PLSQL_3992_384 2 6588076705a8345e89096¢b19ab77h6
ladded ISYS TYPE ISYS_PLSQL_3992_392_1 b57516df2ad5842a0fe19a732394b016
removed  [SYS TYPE ISYS_PLSQL_3992_392_2 162829302a9h284€5380730dc17452b14
ladded ISYS "TYPE ISYS_PLSQL_3992_504_1 151¢e1997f08a255a96fdf32913d0bbb
Iremoved  |SYS TYPE ISYS_PLSQL_3992_504_2 42d00e2ed7¢76f91db52a54711922fdf
ladded ISYs TYPE ISYS_PLSQL_3992 517_1 |c3ffocceb1c2f35d2fd0b41250ba8879
Iremoved  |SYS TYPE ISYS_PLSQL_3992 517 2 011¢53233d01e115defad62ba0b6a962
ladded ISYS TYPE ISYS_PLSQL_3992_566_1 31ee2a138df3c76df19acc08a337d568
removed  [SYS TYPE ISYS_PLSQL_3992_566_2 1698295370a5f0ee09d8f5c6bdf8cd07
ladded ISYS TYPE ISYS_PLSQL_3992_604_1 \71ff60d3ed45a9ca5d46¢ccaabcfc8sh
Iremoved  |SYS TYPE ISYS_PLSQL_3992_604_2 Ib74ce5c0dag899209e7d3bfcc4ebacsaa
ladded IsYs TYPE ISYS_PLSQL_3992 633 1 19674ch83770e9166656ad280319ea5h4
Iremoved  |SYS TYPE ISYS_PLSQL_3992_633_2 0806¢62f68895f7eb0cch8ba27e5d7ce
ladded ISYS TYPE ISYS_PLSQL_3992_660_1 112¢58d70385bf797503956d74ab1345b
removed  [SYS TYPE ISYS_PLSQL_3992_660_2 d6229a9f45b42028b7646ebca04edc65
ladded ISYS TYPE ISYS_PLSQL_3992_668_1 dca6d55182e66a8e79fe3echd4021cc5
Iremoved  |SYS TYPE ISYS_PLSQL_3992_668_2 le07aaa36220f4h9749c2ch14dd410d9
ladded IsYs TYPE ISYS_PLSQL_3992 708 1 1dca648a59ffcfc60a35he14abed371h
Iremoved  |SYS TYPE ISYS_PLSQL_3992_708_2 17483¢374e026bd0f2208f3fache8d1ac
ladded ISYS TYPE ISYS_PLSQL_3992_DUMMY _1 \df5f440c3e8a6ee13aec95006985ab5d
removed  [SYS TYPE ISYS_PLSQL_3992_ DUMMY _2 9a5ca35c4166262ee28526a4564911a8
Iremoved  |SYS \VIEW \QT50730_BUFFER f907d9ee430cd79d8df4cofd5cabaccs
ladded ISYS \VIEW \QT51436_BUFFER 'd128d4bc832bdf0774a3dc9678f72fd5
Iremoved  |WK_TEST [TRIGGER  [BIN$Ch1PvcuERImIbilYn0zUeA==$0 [08b0cde2416524b5021d995536c99588
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SYS.KUPVS$FT contains 3 potential vulnerabilities against SQL Injection. The procedures
ATTACH_JOB, HAS_PRIVS and OPEN_JOB are affected. Oracle fixed these problems by
using the dbms_assert package.

SYS.KUPVS$FT contains 16 potential vulnerabilities against SQL Injection. The procedures
UPDATE_JOB, ACTIVE_JOB, ATTACH_POSSIBLE, ATTACH_TO_JOB,
CREATE_NEW JOB, DELETE JOB, DELETE_MASTER_TABLE, DETACH_JOB,
GET_JOB_INFO, GET_JOB_QUEUES, GET_SOLE_JOBNAME, MASTER_TBL_LOCK
and VALID_HANDLE affected. Oracle fixed these problems by using bind variable.

SYS.DBMS_DATAPUMP contains 7 potential vulnerabilities against SQL Injection. The
procedures GENERATE_JOB_NAME, GET_WORKERSTATUSLIST1010,
GET_PARAMVALUES1010, GET_DUMPFILESET1010, GET_JOBSTATUS1010,
ATTACH, ESTABLISH_REMOTE_CONTEXT are affected.

SYS.DBMS_REGISTRY contains 8 potential vulnerabilities against SQL Injection. The
procedures IS_ COMPONENT, GET_COMP_OPTION, DISABLE_DDL_TRIGGERS,
SCRIPT_EXISTS, COMP_PATH, GATHER_STATS, NOTHING_SCRIPT,
VALIDATE_COMPONENTS are affected.

SYS.CDC_UTILITY contains 2 potential vulnerabilities against SQL Injection. The
procedures DROP_USER, CDC_ALLOCATE_LOCK are affected.

SYS.CDC_PUBLISH contains 1 potential vulnerability against SQL Injection. The
procedure SET_DIRECTORY_ROOT are affected.

SYS.DBMS_METADATA_UTIL contains 4 potential vulnerabilities against SQL Injection.
The procedures LONG2VARCHAR, LONG2VCMAX, LONG2VCNT, LONG2CLOB are
affected.

SYS.DBMS_METADATA_INT contains 9 potential vulnerabilities against SQL Injection.
The procedures MAKE_FILTER, FETCH_VIEWS_ERROR, FETCH_FILTERS,
FETCH_VIEWS, SET_FILTER_COMMON, DO_FILTER_SCRIPT,
SET_TABLE_FILTERS, MAKE_FILTER_TEXT are affected.
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Modified items in ORA1021

|Modificati0n type |Owner | Type | Name | new MD5-checksum
Imodified ISYS  |PACKAGE BODY |http 068550008341 7bfb71348h2a22559484
Imodified ISYS |PACKAGE BODY |OWA_OPT_LOCK |5415ed84ede3c44d7b23110914b7h2a8
Imodified ISYS |PACKAGE BODY |OWA_UTIL 8d3e264f3abcd0f4f6b0144cdceef02c

HTP contains an enhancement request for HTMLDB. Not security related.
No security the procedure OWA_OPT_LOCK.

OWA _UTIL contains a change in the redirect_url procedure. Not security related.
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References:

Oracle - Critical Patch Update January 2006

Read parts of any XML-file on the application server via Oracle Reports

Read parts of any file on the application server via Oracle Reports

Overwrite any file on the application server via Oracle Reports

Event 10053 logs TDE wallet password in cleartext

The key for the TDE wallet is stored unencrypted in the SGA

Various SOL Injection in SYS.KUPVS$FT

Various SQL Injection in SYS.KUPVS$FT INT

Various SQL Injection in SYS.DBMS METADATA_UTIL

Oracle DBMS — Critical Access Control Bypass in Login Bug

Secunia Advisory concerning Oracle CPU January 2006
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http://www.oracle.com/technology/deploy/security/pdf/cpujan2006.html
http://www.red-database-security.com/advisory/oracle_reports_read_any_xml_file.html
http://www.red-database-security.com/advisory/oracle_reports_read_any_file.html
http://www.red-database-security.com/advisory/oracle_reports_overwrite_any_file.html
http://www.red-database-security.com/advisory/oracle_tde_wallet_password.html
http://www.red-database-security.com/advisory/oracle_tde_unencrypted_sga.html
http://www.red-database-security.com/advisory/oracle_sql_injection_kupv$ft.html
http://www.red-database-security.com/advisory/oracle_sql_injection_kupv$ft_int.html
http://www.red-database-security.com/advisory/oracle_sql_injection_dbms_metadata_util.html
http://www.imperva.com/application_defense_center/papers/oracle-dbms-01172006.html
http://secunia.com/advisories/18493/
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